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Abstract—In IEC 61850, the different functions in the sys-
tem are decomposed and modeled as logical nodes (LN), which
are defined in the standard. In an IEC 61850 communication
based digital substation design, users have the freedom to allo-
cate the LN to physical intelligent electronic devices (IED) in a
more distributed or centralized manner depending on the pro-
ject needs. In a distributed architecture, logics are easily achiev-
able by creating digital interfaces between the IEDs using Sam-
pled Values (SV) and GOOSE messages. For testing the overall
performance, including the digital communication interfaces
between IEDs, it is not enough to test the protection IEDs indi-
vidually as separate elements. A system-based test approach is
of high importance to ensure that the whole protection system
is operating as expected. Performance of the system can be ver-
ified with simulation of realistic system conditions.

This paper proposes the use of a system-based test approach
instead of a settings-based method. By looking into a digital sub-
station typical architecture and how an IEC 61850 substation is
designed, the paper will show the benefits of system-based test-
ing, which will complement or even replace many of the tradi-
tional testing methods. The testing methodology of the protec-
tion system in digital substations will be explained, which is ap-
plicable to the different project phases from engineering design
through factory acceptance tests (FAT), commissioning and
maintenance. A digital substation project for the Southern
Company’s distribution system will be used as a study case to
explain the testing methodology, test cases and performance
verification of the protection system. Finally, the paper shares
some of the experiences and lessons-learned during the project
lab proof-of-concept testing for this project.
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I. INTRODUCTION

Since the introduction of digital relays, it became evident
that the test procedures adopted by the industry in the early
days of relay testing needed to be adapted. The cause of
misoperations were no longer related to mechanical failures
or drifts in the relay components, but mostly related to logic,
settings or design errors as the last editions of the NERC
misoperations studies consistently shows [3]. Settings-based
testing approaches, which in the past were used to calibrate
the electromechanical relays or identify relay failures were
becoming less important. System-based testing approaches
started to get traction, especially for applications like end-to-
end testing of communication-assisted protection schemes.
For a system-based approach, the test cases are derived from
a power system simulation of real-world fault scenarios.
With this approach, not only relay failures can be found but
also setting calculation errors, logic misconfigurations or
communication related issues.

In IEC 61850 digital substations, the advantages of sys-
tem-based testing are even more obvious considering the dis-
tributed nature of typical digital substation designs. One of
the big advantages of the system-based testing is that only
the system topology (model of the system under test) and the
System Configuration Language (SCL) files defining the
communication behavior are needed to build-up the test. No
specific information from the IED settings is required. A sys-
tem-based approach should allow for a modular testing under
different testing conditions. The system can either be tested
entirely or it can be divided into subsystems, where testing
of the subsystems would contemplate some level of overlap-
ping. Protection testing can be performed with a subset of
IEDs by simulating the Merging Units (i.e. Sampled Values),
while the current transformers (CT) and voltage transformers
(VT) measurement circuits can be tested as a separate sub-
system. This allows for a high level of flexibility during com-
missioning and maintenance.

1. DIGITAL SUBSTATION ARCHITECTURE

IEC 61850 concepts and protocols have been an enabler
for the implementation of digital substations. As described in
[2], digital substations are the ones where all interfaces be-
tween the process, IEDs, SCADA and other devices perform-
ing protection, automation, and control are based on digital
communications, predominantly using IEC 61850 communi-
cation protocols. Typically, Merging Units (MU) are used to
convert analog signals from the secondary of CTs and VTs
to a digital interface. The interface to breakers and discon-
nect switches is digitized by Switchgear Control Units
(SCU). SCUs have a hardwired interface to the breaker
trip/close coil to operate the breaker by receiving GOOSE
messages from the protection and control IEDs. They also
collect and send status information from the breaker through
the communication network. Within this paper we will refer
to a Process Interface Unit (PIU) for an IED that combines
both MU and SCU functionality.

As can be seen in [2], the architecture of digital substa-
tions is typically distributed as illustrated by Figure 1 with
P1Us providing the interface between the primary substation
equipment and all devices in the bay level over the substa-
tion’s local area network (LAN). The interfaces are based on
GOOSE and Sampled Values messages. The interfaces be-
tween the multifunctional IEDs themselves is typically per-
formed via GOOSE messages in the process or station bus.
Finally, Client/Server (MMS) communications over the dig-
ital substation’s station bus is used for the interface between
bay and SCADA level.
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Fig. 1 Digital Substation Typical Architecture and Components

A. Logical Nodes and Function Allocation

The data model defined in the IEC 61850 standard allows
users to start designing the system with an abstract definition
that is not tied to a specific set of relay models. The first step
in the system specification is to define which functions and
which data is needed to fulfill the station requirements. In
IEC 61850, the different functions in the system are decom-
posed into logical nodes that may reside in one or more phys-
ical devices. Logical nodes provide the foundation for users
to start building blocks to form a function or overall scheme.
Figure 2 shows an example of a simplified single line dia-
gram with the representation of the primary equipment
(transformer, feeder lines, breakers, CT, VT, bus). Primary
equipment and protection and control functions were decom-
posed and logically specified by the logical nodes repre-
sented in the single line. For simplicity, logical nodes are rep-
resented in Figure 2 by the 4-character logical node class
name. Taking Feeder 1 as an example, following logical
nodes are specified for its protection function: TVTR (volt-
age sensor VT1), TCTR (current sensor CT1), PTOC (time
overcurrent element), RBRF (breaker failure element),
PTRC (trip logic to be routed to the breaker trip circuit), and
XCBR (breaker CBL1 interface). In order to create instances
of the same logical node class, users can add a prefix and
suffix to the name. In case two overcurrent elements are
needed for the feeder protection, a 51P and a 51N element
for example, two instances of PTOC are used, which could
be called PhasePTOCL1 and GroundPTOCL, respectively. All
these applications that form the feeder protection function
may be performed by one IED only or split amongst different
IEDs.
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Fig. 2 System Functional Specification

TABLE I. LN CLASSES USED IN EXAMPLE OF FIGURE 2
Equipm_ent/ LN class Description
Function

Breakers XCBR Modelling of circuit breakers (52)
Instrument TCTR Current transformer
transformers | TVTR Voltage transformer
Transformer PDIF Differential protection (87)

rotection PTOC Time overcurrent protection (51 or 51N)
P PTRC Trip logic
Feeder PTOC Time overcurrent protection (51 or 51N)

rotection RBRF Breaker failure (50BF)
P PTRC Trip logic
Bus . PDIF Bus differential protection (87)
protection

During project design, users have the freedom to allocate
the logical nodes to physical IEDs. Depending on the project
specific requirements, IED capabilities, and associated costs,
implementation can lead to a more distributed or centralized
approach. Figure 3 shows a design where logical nodes were
broken down and allocated to six different devices. Three
P1Us were defined to interface with breakers (XCBR) and
instrument transformers (TCTR, TVTR). All protection log-
ical nodes were assigned to three different IEDs for the trans-
former, feeder and bus protection. Breaker failure for the
feeders are implemented in the bus IED.
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Fig. 3 Logical Node Allocation to Physical Devices: Distributed IEDs

Figure 4 illustrates the same system where only one sin-
gle IED is performing all protection functions for the trans-

former, feeder and bus.
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Fig. 4 Logical Node Allocation to Physical Devices: Centralized IED

B. Communication Interfaces

LNs are linked for a dedicated exchange of data in order
to perform functions. Depending on the physical architec-
ture, these links can be logical connections inside one IED or
digital interfaces between multiple IEDs. In IEC 61850, dig-
ital interfaces between IEDs are easily achievable by using
multicast real-time communication protocols. GOOSE mes-
sages are used for peer-to-peer communication and fast ex-
change of information between bay and process level and be-
tween IEDs in the bay level. Sampled Values (SV) messages
are used for the transmission of sampled measured values of
currents and voltages from instrument transformers.

In a distributed design, multiple IEDs are connected to
form a distributed protection, automation and control system.
Figure 5 exemplifies the interactions between some of the
IEDs from Figure 3. IED_Feederl subscribes to SV streams
from PIU Feederl to perform its protection functions. When
a trip occurs, IED Feederl sends a trip command via a
GOOSE message through the network. An additional
GOOSE interface from IED Feederl to IED Bus is in place
for initiating the breaker failure scheme implemented in IED
Bus. IED Bus subscribes to the current and breaker status in-
formation from the PIU Feederl and issues a breaker failure
re-trip and bus trip when the RBRF element operates. For the
implementation of Figure 4, the BRF initiate GOOSE would
not be needed since the feeder PTRC and RBRF are allocated
to the same IED and the interface would be just an internal
logical connection within the centralized station IED.

— GOOSE — BRF Trip

GOOSE
BRF Re-trip
SV-1
/PIU Feederl)
GOOSE PIU_Feeder1
BRF initiate (IED_FeederT ) _m
o 4 XCBR
/l GOOSE GOOSE \!/ GOOSE
Trip Pos Pos

Fig. 5 Digital Interfaces between IEDs

Implementation of a distributed design in digital substa-
tions is much easier than in conventional hard-wired substa-
tions. While in digital substations the interfaces are easily
built via software, in conventional they would have a high
impact on the project. In the latter case, more 1/0 would be
required in the relays, need to do more panel wiring, more
cabling and higher commissioning efforts.

C. Use of Logics

The use of built-in logics in numerical relays is a com-
mon practice, and built-in logics have been present in almost
all relay models for a long time. They are fixed logics devel-
oped by the relay manufacturer when implementing their
protection elements and schemes. In addition, most humeri-
cal relays offer the capability for users to build their own cus-
tomized logics. In many cases, sophisticated logic block dia-
grams can be created by the user within the IED configura-
tion software. This logic capability, combined with GOOSE
and SV digital interface between IEDs, enable the implemen-
tation of sophisticated distributed logics that can be used for
different purposes, as example:

e to enhance the reliability of protection schemes;

e create protection schemes with faster operation
times and increased security;

e  build automation and restoration schemes;

e build control and interlocking logics;

e replace physical auxiliary relay schemes (e.g. lock-
out relays).



For some IEDs, user-configurable logics are also used to
build connection between different relay elements (e.g.
blocking/enabling), to build trip logics, process incoming
signals (e.g. from GOQOSE subscriptions), do conversion of
data types, aggregate data and configure IED communication
services.

I11. PROTECTION TESTING IN DIGITAL SUBSTATIONS

A. Settings-Based versus System-Based Testing

Settings-based testing refers to the task of verifying the
operation of individual protection element settings. This test
method is traditionally performed since introduction of test-
ing and calibration procedures of electromechanical relays.
It is still applicable and valuable during manufacturer devel-
opment processes and acceptance tests performed by utilities
to check element operation against the manufacturer specifi-
cation. However, this method is no longer enough for com-
missioning and maintenance to guarantee proper reliability
of the protection system. As technology evolved, data show
that relay failure is no longer the main cause of misoperations
of the protection system. Overall misoperations have de-
creased, but the reasons why they still occur have changed.
Incorrect settings, logics, and design errors along with com-
munication failures account for a big portion of the cause
codes as indicated by NERC reports [3].

Fig. 6 Settings-based testing of an individual element

System-Based testing is a testing method based on the
simulation of real fault scenarios and verification of the pro-
tection system response. Simulations are based on a power
system model that represents the application being tested.
Ideally, and when feasible, all protection devices utilized to
protect the system are part of the test and are simultaneously
exposed to the simulated test scenarios. Not only individual
elements, but all interaction between them, communication
interfaces, and logics are checked. For testing protection of
an entire substation simultaneously, the test setup may get
cumbersome and demanding. Since interactions are not pre-
sent between all IEDs in the substation, it is a wise idea to
first define which scenarios should be covered within the test
procedure and, based on these test cases, decide on a subset
of IEDs that should be part of each test case. Each test case

subset will contain a limited number of IEDs making the test
practical and efficient.
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Fig. 7 System-based testing with all IEDs

System-based testing is not a new concept but has been
explained in [4], [5]. This testing method has the potential to
unveil mistakes made by different stakeholders throughout
the whole process of setting a protection system. It helps in-
crease reliability of the system by finding system design
flaws, setting calculation mistakes, IED configuration errors,
communication failures and wrong logics. In [5], the im-
portance of system-based testing is highlighted with exam-
ples of errors that were found by using this method during
field and FAT tests.

In digital substations, the use of system-based testing
principles has an even higher importance due to the high
number of communication interfaces and distributed user-
configurable logics that are present in such projects. Another
benefit to such method is that test procedures can be mostly
defined during the system-specification phase, regardless of
which exact physical architecture and IEDs are chosen dur-
ing design. The test cases are based on the primary power
system model, on specified functions, and on which test sce-
narios should be covered. A more standardized test proce-
dure can be achieved with less effort and improved quality.
In reference to the examples of Figure 3 and Figure 4, testing
procedures for both distributed (Fig.3) and centralized
(Fig.4) design options are almost the same. Only little details
need to be adapted, like the import of SCL configuration files
of involved IEDs, so the test sets can simulate and/or sub-
scribe to the desired messages.

B. Protection Subsystems and Test Coverage

When defining the test procedures and which equipment
are to be involved, there are multiple ways the job can be
accomplished. If the entire system is to be tested together,
this could be accomplished by doing primary injection to
CTsand VTs to simulate fault scenarios and observe breaker
operations to assess the system response. For testing the pro-
tection schemes, this approach is not entirely feasible, as it
would require simultaneous primary injection in multiple
CTs/VTs. Even a secondary injection to Merging Units is
challenging if multiple Merging Units must be involved. On-



site during commissioning, since different groups are work-
ing to install and wire the PIU cubicles in the substation yard,
it is challenging to get all equipment available altogether. An
overall test would be possible only at the very end of the in-
stallation and therefore planning it this way may not be the
most efficient choice. For maintenance, it is also common
that only the IED is taken out of service while the PIU is kept
in service.

One option is to separate the entire system in subsystems,
in which test coverage should overlap each other providing
maximum reliability.
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Fig. 8 Subsystems and overlapping test coverage

C. System-based test of P&C IED subsets

This system-based test has the purpose to verify correct
operation of the protection and control (P&C) IEDs when ex-
posed to close-to-real conditions, as for example faults in the
system. The devices under test are a subset of P&C IEDs,
which are relevant for the scheme being tested, and the com-
munication network infrastructure, i.e. network switches.
The test is performed as illustrated in Figure 7 by simulating
sampled values and monitoring GOOSE messages published
by IEDs. The MUs are not part of the test but are simulated
by test sets. As test sets can simulate multiple sampled values
streams, more IEDs can be added to the test using less test
sets than would be required with analog injections.

Test sets simulate the MUs by using its SCL (usually a
cid or scd) configuration files. The test set publishes the same
message and behaves the same way as the MU, therefore, the
IED communication interface (i.e. configuration of sampled
values subscription) is also verified within this test. The cor-
rect system response to the simulated scenarios is verified by
monitoring the IED GOOSE messages. Any GOOSE inter-
face configured between IEDs, which are relevant to the sit-
uation being tested, is also verified in this procedure along
with the correct flow of messages through the communica-
tion network.

In order to be able to run this test procedure while all
equipment is installed, there should be a way to isolate all

IEDs under test from IEDs, MUs, and PIUs that are in-ser-
vice. This is achieved by using the test mode (mode and be-
havior) and simulation flag test features from IEC 61850.
Thus, test sets can simulate MUs while they are connected to
the network and IED trips over GOOSE can be neglected by
PIUs in-service. The test isolation functionality is explained
in detail in [2].

This test can be performed as early as during FAT when
all devices can be configured and installed in a lab/factory
environment prior to shipping to site. This is much easier in
a digital substation, since there is no wiring between cubicles
and the communication network can be easily installed and
connected in the lab/factory for the FAT. The entire test, or
a subset, can be repeated during commissioning on-site using
the same test plan developed for the FAT.

D. Testing MU/PIU

The MU/PIU cubicles can also be tested during FAT.
Wiring from terminals to analog and binary 1/O of the device
can be verified, as well as the MU/PIU configuration and
mapping to sampled values and GOOSE messages. Analog
injections can be performed in the MU for verification of its
SV output in the network. Of course, values can also be di-
rectly measured in the IEDs.

During commissioning, cabling of the cubicles in the
substation yard should be verified. Primary injection to CTs
and VTs is recommended while verifying sampled values are
present in the network and being received by IEDs.

E. Testing the entire loop

For the trip circuit, it is recommended to stimulate, at
least once, all trips from IEDs to physically operate the
breaker. This is a final check and assures the entire system
from MU to IED and then to PIU is operating correctly. This
test won’t hopefully present any issue, considering the P&C
IEDs and MU/PIU were thoroughly tested with the proce-
dures explained earlier.

IV. CASE STUDY: SOUTHERN COMPANY DISTRIBUTION
SYSTEM DESIGN

Within the industry, a common distribution system de-
sign is a single transformer with multiple feeders. If system
load dictates, this design can be multiplied to include multi-
ple banks serving multiple busses and associated feeders.
However, doing so adds increasing complexity to both the
construction and testing of these systems, as they often have
complicated throw-over schemes to mitigate customer im-
pacts to system events.

Within Southern Company, there was interest to see what
the implications would be if this standard industry design
was converted to a digital substation. The development of a
digital substation standard has the potential for significant
cost reductions in terms of wiring, testing and maintenance.
In addition, implementing a digital substation design would
enable system-level testing as previously discussed in this
paper. This level of testing is often impractical for a large



station, as it is often difficult, if not impossible to coordinate
equipment outages to facilitate the testing. Instead, testing
of a system this complex requires multiple, isolated tests to
check individual components of the system.

Another advantage of the digital substation approach is
the ability to utilize IEDs that can handle multiple protection
functions. This further reduces the footprint and wiring re-
quirements, and it simplifies to an even greater degree the
logic required to implement these complex restoration
schemes, as the number of IEDs needed is reduced.

Utilizing a single IED for multiple zones is not common
within Southern Company, so multiple topologies are being
designed and tested. With one vendor, a hybrid approach is
being used where there is a mix of single and multi-zone
IEDs, while a single, centralized IED design is being evalu-
ated with another vendor. For this paper, the focus is on the
design and testing of the centralized IED design, as shown in
Figure 9.
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Fig. 9 Case Study Application

Even in a centralized IED design, there is a need to have
system-level coordination for complex schemes like those
seen ina Throw-Over (TO). To evaluate this type of system-
level test, the logics shown in Figure 10 and Figure 11 were
used. For an enabled system, if there was a fault in one bank,
the system would try to initiate the TO, as long as there was
no abnormal condition on the receiving bus. The abnormal
conditions were monitored in Figure 11.

If the TO conditions were met, then the bus tie-breaker
would close, picking up the load from the failed bank, as
soon as the failed bank had been successfully isolated. How-
ever, if the load of the receiving bank exceeded its limit post
throw-over, then it would initiate a load-shed procedure.

Bank 1 Fault 7\
Initiate Bank 1 TO'
Inivate Bank 1 TO ~
: ot
1001 Open
Initate Bank 1 TO. ™ /
j——————————————— Timeourotss Bank 1 TO Failure
420 Open

Fig. 10 Throw-Over logic in IED Bank 1
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Fig. 11 Throw-Over block and bus load shedding logics in IED Bank 2

V.CASE STUDY: TEST SET-UP AND RESULTS

A. System-Based tests of the Protection IEDs

This section presents the system-based tests performed
during the proof-of-concept of the project described in the
previous section and shown in Figure 9, involving the pro-
tection IEDs of Bank 1 and Bank 2. The test approach is like
the one explained previously and illustrated by Figure 7. The
system under test is modeled within the grid editor of the
testing simulation tool as shown in Figure 12.
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Fig. 12 Model of system under test in testing simulation software

The 115 kV side is modeled as a source while the 13.8 kV
feeders are modeled as loads. The model doesn’t require
much information to be created, basically some nameplate
data for the power transformers plus CT and VT ratios.
Sources and feeder loads can be easily estimated. All Merg-
ing Units (PIUs in Figure 9) are added as simulated devices.
The PIU SCL (cid) files are imported for each simulated de-
vice so the test set can publish the respective sampled values.
SCL (cid) files from the protection IEDs are also imported to
configure the GOOSE signals to be monitored (subscribed)
by the test set.

In total, 8 sampled values streams were needed for the
defined test cases: 2 streams from each of the bank PIUs (CT
HV side + CT LV side and bus voltage); 2 streams from tie-



breaker 420; 1 stream from each feeder 416 and 436. Feeders
426 and 446 were not included in the tests presented in this
paper and therefore their breakers were kept open in the
model. To simulate all 8 streams, 2 test sets were utilized that
were connected to the communication network and time syn-
chronized from the substation PTP clock. The PC running
the simulation software was connected to both test sets via a
USB connection.

An extract of all test cases defined for this project, along
with the expected results, is shown in TABLE II.

5.06s, matching with the 5s delay as per the TO logic in Fig-
ure 10. At the end of the simulation, the final breaker topol-
ogy had the fault isolated with 1002 and 1001 opened, while
all feeders being supplied by bank 2 with the tie-breaker 420
closed.
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TABLE Il TEST CASES
Test Case Test Conditions Expected Results
Fault Bank 1 All initial Trip 1002 < 30 ms;
when Bank 2 breaker positions | Trip feeders (416, 426) < 30 ms;
is energized as in Figure 12; Trip 1001 (1001 is actually a
Fault at LV-side disconnect swicth that cannot
terminal of bank | interrupt current. Opening the
1 after 300ms. disconnect takes some seconds);
Bank 2 IED doesn’t send TO
block (Bus 2 voltage is healthy);
Bank 1 IED initiate TO after 5
seconds of bank fault;
Close breaker 420 following TO
initiate;
Close back feeders (416, 426).
Fault Bank 1 All initial Trip 1002 < 30 ms;
when Bank 2 breaker positions | Trip feeders (416, 426) < 30 ms;
is open as in Figure 12, Trip 1001 (1001 is actually a
except 2002 and disconnect swicth that cannot
2001 that are interrupt current. Opening the
open; disconnect takes some seconds);
Fault at LV-side Bank 2 IED send TO block (Bus
terminal of bank | 2 dead);
1 after 300ms. Breaker 420 and bus 1 feeders
remain open.
Fault Bus 1 All initial Trip 1002 < 30 ms;
breaker positions | Breaker 420 remains open;
as in Figure 12; Acivate bus 1 TO block.
Fault at bus 1
after 300ms.
Fault Feeder All initial Trip 416 only — delay depending
416 breaker positions | on fault location.
as in Figure 12;
Fault at feeder
416 after 300ms.

Figure 13 shows the test results of the first test case from
TABLE II. Trip of breakers 1002 (HV side) and feeder 416
were measured with the expected time delays as can be ob-
served on top of Figure 13, 23ms and 25.3ms respectively.
The trip delay of the disconnect switch 1001 was measured
as 40.2ms. It should be observed that 1001 is a disconnect
switch, resulting in the need to also send trips to the feeder
breakers.

An error was found during this test related to the dead bus
condition and TO block signal from bus 2. Bus 2 was sending
a block not permitting the throw-over to happen. The prob-
lem was found to be in a setting for the threshold of an un-
dervoltage (27 / PTUV) element used for the dead bus calcu-
lation of bus 2. The throw-over operated as expected after
this setting was adjusted to the correct value. The TO initiate
was sent with 4.99s and the close command of 420 with
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Fig. 13 Test results throw-over test bus 1

The second test case is similar to the first one, but bank 2
is now deenergized. As can be observed from Figure 14,
Bank 2 IED sends a TO block signal prohibiting bank 1 to
transfer load. When a fault occurs in bank 1, trip is sent to all
breakers but there is no subsequent closing of the tie-breaker.
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Fig. 14 No throw-over due to dead bus 2



B. Verification of PIU communication

At Figure 8, the concept of subsystems was described
with a testing coverage that overlaps each other. In the tests
performed at section A, the protection IED schemes were
verified. The IED communications were also partially veri-
fied by:

e Verification that IEDs subscribe correctly to the
PIU sampled values when simulated from the test
set. As the test set simulates them based on the SCL
configuration file, no issues are to be expected when
they will come from the actual PIU (considering the
IED is set to the proper simulation mode);

e Verification of transmission and subscription of
GOOSE messages between P&C IEDs.

After the PIUs were in-service, a network analyzer was
connected to the communication network to validate all the
traffic configured for the PIUs was present in the network.
The analyzer sniffs for all sampled values and GOOSE pub-
lished by all PIUs and IEDs and compares them against the
SCL configuration files from engineering design.
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Fig. 15 System verification of GOOSE and SV communication

During commissioning, a last test should be performed,
which is to verify all cabling between PIU and the primary
equipment.

C. Validating the entire loop

The last test performed was to validate all interfaces be-
tween PlUs and IEDs, referred to as “entire loop” in Figure 8.
Analog signals are injected into the PIU, causing a trip
GOOSE response from the IED, which is subscribed by the
PIU. The test setup was the same as in Figure 12, with the
difference that the software is configured to not simulate the
sampled values but inject analog instead. One of the test sets
was physically connected to each of the PIUs in sequence. In
our lab set-up, there were breaker simulators physically con-
nected to the PIU, so it was possible to verify the proper
breaker position signaling sent by the PIU via GOOSE. It is
not intention of this test to assess the correctness of the pro-
tection scheme, but simply to verify all connections are in
place. This test should be repeated during commissioning, at
least once, preferably with primary injection and actual
breaker operation.

VI. CONCLUSION

It is realized that digital substations bring substantial ad-
vantages in the reduction of installation and commissioning
time, but with the cost of added complexity in the IED con-
figuration, such as communication mappings and user-con-
figurable logics. Digital substations also typically present a
distributed architecture with many digital communication in-
terfaces and distributed protection schemes. An efficient test
methodology is needed capable of unveiling potential errors
during project implementation, FAT, SAT and commission-
ing tests. It is beneficial for this methodology to be defined
during the design phase and in alignment with the system
functional specification.

A system-based test methodology was applied for the
proof-of-concept lab test of a Southern Company digital sub-
station application within its distribution system. Multiple to-
pologies are being designed and tested by Southern Com-
pany to assess its benefits and implications on design, com-
missioning and maintenance. A system-based simulation
tool was key in this process.

The system-based test approach proved to be of great
benefit, providing an easier test systematic covering all (or a
subset of) IEDs in one test. This test methodology helped
discover incorrect configurations and logics, which could be
corrected along the way, leading to a successful result at the
end. Applying this methodology in a digital IEC 61850 sub-
station was especially easier, due to all interfaces being dig-
ital, resulting in less equipment being needed and in an easier
test preparation.
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