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Abstract  

This paper discusses how Silicon Valley Power (SVP) has addressed numerous constraints during 
rebuilding SCADA for its decades-old substations.  SVP has leveraged diverse SCADA hardware offerings 
to achieve its goals of retrofitting SCADA for existing substations. SVP used distributed architecture of 
Remote Terminal Units (RTUs) to address aging wires and limited conduit space by introducing a 
communication-based distributed system and added Web-based Human Machine Interface (HMI) to 
replace annunciators and provide complete stations visibility from anywhere in SVP system. SVP 
innovations include the use of existing wires as communication media, and placement of measurement 
devices close to data sources. SVP upgrades were completed transparently to operation and without lifting 
a single control wire to eliminate re-commissioning. 

1. Introduction 

A substation's lifespan, especially for small utilities, are measured in decades rather than years! Important 
pieces of equipment, namely circuit breakers, transformers, protective relays require and do get routine 
maintenance.  What often gets ignored is SCADA, either because of shortage of personnel, or funds, or 
both, since the substation could function, in principle, without SCADA. 

Even when funding and manpower are available, the effort of rebuilding substation SCADA poses some 
interesting challenges such as: 

● Performing the work under live conditions 

● Maintaining full Control Room visibility during the upgrade/rebuild process 

● Minimizing commissioning in relation to control functions. 

● Resolving conduit space limitations 

● Operating with aging wire infrastructure 

A traditional approach to SCADA replacement is basically a wholesale replacement of the existing RTU 
that requires all field wirings to be removed from input / output boards. The existing RTU is to be removed 
from its place and replaced with a new RTU, then the field wirings are re-landed. The new RTU needs to 
be recommissioned following its installation. This approach typically requires an extended station outage, 
that is often hard to obtain. Obviously, SCADA connectivity is lost during such upgrade, that is undesired. 
Significant scarcely available manpower (days/weeks) is also required for such SCADA upgrade. 

An approach taken by SVP differs from the above. SVP SCADA  upgrade was performed with no station 
outage, no SCADA downtime, and no lifting of  control wiring. This stretched SCADA retrofit projects into 
several calendar months, yet still required less manpower. Upgrades were divided into several steps. First, 
protocol converters were added to provide DNP connectivity to end stations. Second, Substation HMIs were 
implemented. The addition of Substation HMI was a real game changer in the overall upgrade process, as 
it opened up a possibility of phased approach, and enabled upgrades to be performed with no outage and 
no lifting of control wires. SVP Substation HMI design is described in detail in [1]. This paper builds on the 
material presented in the previous paper and specifically focuses on SCADA upgrades at SVP that use 
Substation HMIs.  

2. SCADA Retrofit Approach at SVP 

Substation retrofit work for small utilities is primarily focused on upgrading electromechanical protection 
systems to digital protection systems, since this provides immediate benefit of faster and more reliable fault 
detection and protection of the substation equipment.  SCADA upgrade is typically undertaken when the 



existing SCADA system is no longer serviceable and/or reliable.  The SCADA retrofit work at SVP was 
similarly triggered by failing SCADA hardware at various stations and non-availability of spare parts for the 
RTU’s. 

SVP’s approach to SCADA retrofit is to “divide and conquer”.  The main  approach was to start with the 
retrofitting of the least critical components and end with the retrofitting of the control system.  In addition, 
wherever feasible, the I/O modules were moved as close to the source as possible and used communication 
cables to bring the information over to the central communication module/data concentrator.  Moving the 
I/O modules closer to the source has several advantages: 
 

 Minimizing voltage drop and potentially allowing thinner wires to be used 

 Eliminating old, ageing cables and replace them with significantly shorter signal cables, which 
translates to reduced copper use 

 Freeing up of conduit space which can then be repurposed, if needed. 

Before any retrofit work was  undertaken however, a substation HMI, described in our previous paper, was 
added [1].  The addition of the HMI involves addition of an RTU, which would be a SCADA host to the 
substation RTU that  serves as the webserver for the HMI client, as shown in Figure 1.   
 

 
Figure 1: Addition of HMI functionality to an existing substation. 

 
Substation HMI installation has not only helped eliminate Monitoring and Control downtime, but also has 
created a backup system to the aging SCADA system that is used today. Further details of the HMI system 
are described in [1]. Another utility’s experience with HMI modernization is described in [2]. Industry 
recommendations on developing substation HMIs are being developed by IEEE Power System Relaying 
and Control (PSRC) Committee’s Working Group H46, refer to [3].  
 
While adding HMI to each station did not appear to make a big difference, the overall approach, however, 
opened up a whole new world of possibilities of how stations can be upgraded without any downtime. 
 
In addition, the RTU could also function as a sub RTU to the existing RTU, the feature that is central to 
SVP’s SCADA retrofit scheme.  The digital and analog I/O points received by the new RTU would be passed 
back to the existing RTU and would then constitute the data source for the central SCADA server.  As I/O 
elements are moved over to the new RTU, they would become the data source for the existing RTU, instead 
of the passed back data.  Only the new RTU needed to be reprogrammed to reflect the new mapping.  



Thus, the change out of the I/O components is completely transparent to the Control Center.  The change 
out process could last several calendar months with only a handful of I/O elements migrated at a time. 
 
SCADA retrofit at SVP substations provided interesting challenges.  While existing SVP substations are 
similar in design, there are enough differences in the construction and implementation details that made 
each substation SCADA retrofit unique.  Despite the uniqueness, some common strategies have been used 
for the retrofit tasks at various substations.  The substation SCADA functions could be divided as: 
 

1. Control of Equipment 

2. Status and Alarms, including 

a. Critical alarms (protection and equipment status and alarms) 

b. Station general alarms 

3. Analog metering 

Implementation of these functions, including challenges faced and resolutions found are described in 
subsections below.  
 
2.1 Control of Equipment 

 
Replacement of the control elements poses the most significant challenge.  A complete recommissioning 
of the control functionality would be needed if field wiring is lifted from the control relay boards during 
replacement.  The recommissioning of an in-service equipment needs to be very carefully planned and is 
very labor and time intensive.  The goal was to eliminate the need for recommissioning through proper 
design of the retrofit process.  Fortunately, the existing relay boards were simple in design and without any 
active element that might need replacement and therefore conducive to reuse.  The only real challenge 
was to adapt the existing connector for the control module to work with the replacement control module. 
 

 
Figure 2: Reuse of control signal harness for control of legacy control relays. 

 



The reuse of the signal harness meant that the new control modules could be fully commissioned offline, 
and field commissioning only required swapping out the connector to the board.  Once the harness was 
swapped out, all the interposing relays were lifted from the relay board, and an interposing relay, with output 
leads removed, was installed in each slot one at a time and tested for correct operation.  The risks 
associated with wiring errors were thereby eliminated. Figure 2 illustrates how control harness was adapted 
to have new control module work with the existing control relay boards.   
 
Substation HMI was primarily used for this commissioning step, not burdening control room personnel with 
the commissioning task.  Use of substation HMI adds several operational security benefits to the control 
equipment operation process.  Remote SCADA operation eliminates the need for substation personnel to 
be in proximity of the equipment to be controlled, which significantly increases the physical operational 
safety.  HMI provides additional software-based security, namely:  
 

 explicit operator login before a control operation could be performed, 

 additional authorization request for a (preselected) limited duration for the actual control operation,  

 “select before operate” option to minimize the chances of mis-operation. 

 
Figure 3 shows the “select before operate” dialogs that are presented to HMI operators, during the process 
of operation of a control equipment.  The control operation could be cancelled, if needed, in each of the 
steps.  

 
Figure 3. Control functionality: Select before Operate 

 
 2.2 Status and Alarms 
 
The existing substations mostly had electromechanical annunciator panels with limited number of tiles for 
presenting station alarms.  Since there were only a limited number of available tiles, many alarms had to 
be ganged together for presentation.  Also, only the most critical alarms were sent over as discrete points 
from the annunciator to the RTU and to the Control Center.  The choice was dictated primarily by the 
availability of conduit space for running the signal cables.  The remaining alarms would be ganged together 
as “major” or “minor” alarms and presented to the Control Center.  Since the electromechanical contacts 
required periodic cleaning for reliable operation, SVP goal was to eliminate the annunciator panels 
altogether by using digital input modules with the HMI as “annunciator tiles”, which eliminates the limitation 
of the number of available tiles for presentation of alarms and hence the need to gang alarms together.  
The alarms can be ganged together at the RTU through software logic, if the Control Center prefers to 
continue to receive ganged alarms after the retrofit.  Since the substation HMI would be available at the 
Control Center, the Control Room Operators would have the ability to examine the alarm details by 
examining the substation HMI alarm screens.  The HMI project has allowed the Control Room Operators 
the ability to receive more detailed information on alarms and data via SCADA that are critical as well as 
the ability to gang less critical alarms together with details available in the HMI platform. Note that digital 
annunciator display was designed to mimic old electromechanical annunciator display, as shown on Figure 
4 below.  
 



 
 

Figure 4. Mimicking electromechanical annunciator display in HMI 

 

2.3 Analog Metering 

Analog transducers served as the source of metering data at the old stations before SCADA upgrades.  
These required periodic field calibration and occasional replacement of failed devices, both of which require 
significant personnel time.  The metering data that could be made available were also constrained by the 
conduit space available for the signal cables and the number of analog interface boards the RTU could 
reasonably support.  SVP goal, therefore, is to replace analog transducers with multifunction digital meters 
that could be daisy chained for communication with the RTU.  This drastically reduces the need for 
calibration and signal cables, thereby freeing up valuable conduit space which could then be reused if 
needed.  This also would give the Control Room Operators more accurate and reliable metering data, which 
they use to make critical decisions. 

Whenever available, 60 kV digital protection relays were to be used for metering data.  Where digital 
protection relays were unavailable, high-resolution digital multifunction meters were used.  When using a 
digital multifunction meter, one of the analog current meters for each piece of equipment was replaced by 
a multifunction meter with identical form factor and ability to communicate over DNP3 protocol.   The 
metering for the main distribution feeders were similarly upgraded. 

The metering upgrade of the distribution feeders involved replacing current transducers with digital 
multifunction meters having an identical form factor.  The meters use high level communication protocol for 
data exchange with the main communication module. 

Adding the voltage contribution to these meters provided previously unavailable power flow values to the 
Control Center for the majority of the distribution feeders.      

 

  



3. SCADA Retrofit Deployment Example 
 

A SCADA retrofit deployed example is descried in this section. As explained earlier, substation HMI 
implementation was the first step, per the approach chosen by SVP.  Figure 5 presents the schematic of 
the actual implementation of the substation HMI at one of the SVP stations. 
 

 
Figure 5: Communication schematic for adding HMI functionality to existing substation. 

 
Once all the I/O elements were moved over to the new RTU, it could become the primary RTU that the 
central SCADA system communicates with.  Figure 6 shows the final logical schematic of the upgraded 
substation RTU and HMI. 
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Figure 6: Logical architecture of the SVP substation SCADA and HMI. 

 



The substation was built in late 70’s and had the RTU housed in an outdoor cabinet.  The original SCADA 
system consisted of telemetry and control of 60 kV line breakers, telemetry without control from 12 kV 
switchgears, and two annunciator panels, one for each bank.  A limited number of critical alarms were also 
brought back as discrete indication points to the RTU.  A single major alarm was sent to the RTU from the 
annunciators for all other alarms.  There was no SCADA tap control for the distribution transformers. 
 
The original RTU was replaced in 2005 as part of a substation SCADA upgrade project.  The analog 
transducers in the switchgears were replaced with digital multifunction meters.  The meters in each bank 
were daisy chained for RS-485 communication back to the RTU.  DNP3 protocol was used for 
communication between the meters and the RTU.  This freed up all but one pair of signal cables from each 
bank for reuse.  The freed-up signal wires were used for SCADA recloser control operation that partially 
addressed the need for remote control functionality of the 12 kV switchgear breakers.  Breaker control could 
not be added at that time since there was no room for the required control signal cables in the conduits 
between the switchgear banks and the RTU cabinet. 
 
The latest SCADA retrofit effort at the same station was initiated by the City of Santa Clara Fire 
Department’s requirement that the distribution breakers have remote control capability, and by failing 
annunciator panels.  The fact that the SVP system is conduit-space challenged, necessitated a distributed 
I/O design with only a twisted-pair communication cable providing RS-485 communication between the 
modules.  Using radio or existing signal wires to carry communication signals (using inductive coupling), 
both of which had been used in other SCADA retrofit projects, were deemed not feasible.  Fortunately, 
there seemed to be enough room in the conduit between the RTU and Bank 1 switchgear for a CAT-6 cable 
to be pulled through which then was used as the communication backbone.    
 

 
Figure 7: Initial Communication and Control schematic for the SCADA upgrade. 



Figure 7 presents the initial design that was expected to address the goal of replacement of the failing 
annunciator panels, and meets the additional SCADA needs for control of the 12 kV breakers.  The design 
assumed that there is available conduit between the two banks to bring the Bank 2 annunciator panel 
signals over to the Bank 1 annunciator where the proposed binary input module were to be staged.  It turned 
out that there was no room in the existing conduit between the banks for additional signal cables.  Addition 
of a binary input module in Bank 2 would have been a potential solution, but it turned out that there was 
also no room in the direct conduit between the banks even for the communication cable.  A rather circuitous 
route needed to be taken to establish communication between the banks thereby significantly increasing 
the communication path, which in turn would affect communication reliability.  To address the 
communication path length issue, a communication repeater module was added to the design to ensure 
stable and reliable communication. 
 
While the redesign was in progress, the RTU started exhibiting intermittent control module failure which 
could not be addressed by replacing the control module hardware.  The scope of the retrofit work got 
expanded to the replacement of the existing control modules.  The transformer control was also included 
in the scope of work, since control cables were already in place between the transformer and the RTU 
cabinet, although the controls were not implemented.  Our design goal for the control module replacement 
was to ensure that the control relay boards could be reused, thereby eliminating the need for complete field 
commissioning of the existing controls.  The switchgear breaker controls would require full commissioning, 
however, since it would be the first-time controls would be in service.  Figure 8 presents the schematic for 
the existing control system replacement.  Custom cable was designed to bring the control signals over the 
control relay boards for control operation.   
 
While the project was in progress, the SVP protection team replaced the existing electromechanical line 
protection relays with digital ones.  These relays could then be used for protection alarms and metering, 
thus eliminating the need for 60 kV transducer replacement.  DNP3 over serial (RS-485) media was to be 
used for the communication between the relays and the RTU. 
 

 
Figure 8: Schematic for the existing control system replacement. 



Another issue that needed to be addressed was the age of the cables that brought signals over to the 
annunciators.  It turned out that the majority of the annunciator points were from the transformers.  
Therefore, locating the binary input modules in the transformer cabinet eliminated the need to replace these 
cables altogether.  Now it was only needed to run a new cable bundle from the annunciator panel to the 
transformer cabinet to bring over remaining annunciator signals to the relocated binary input module.  
Figure 9 shows the final design with the distributed I/O modules and the communication path. 
    

 
Figure 9: Distributed I/O and addition of IEDs as part legacy RTU rebuild. 

 
Figure 10 presents a control module schematic for switchgear breaker control.  Fortunately, the switchgears 
were originally designed and wired for SCADA (remote) breaker control and adding breaker control required 
control wires to be run from the new breaker control panel to the existing terminal blocks.  

The SCADA retrofit work at other legacy stations followed the same design guidelines and implementation 
process.  The key difference was that while the original RTU was removed and replaced with a new RTU, 
it was an in-place RTU replacement at other stations.  The Substation HMI was first added to replace the 
annunciator.  Wherever the SCADA retrofit was preceded by protection upgrade, the digital relays were 
used for both metering and protection alarms.  The control relay boards were reused thereby eliminating 
the need for field commissioning of the equipment controls.  The control signal harnesses were adapted  to 
work with the legacy control relay boards. 

The binary input boards of the legacy RTU’s contain active elements which limited our ability to reuse the 
boards.  However, upgrading the annunciator to HMI and using the protection relays for alarms, where 
feasible, significantly reduced the number of binary input points that needed to be migrated and 
recommissioned.  This model allows for more operations data available to the Control Center, reduces the 
failure points of SCADA equipment and is easier and cheaper to commission.    

 



 
Figure 10: Control module schematic for switchgear breaker control. 

 
4. SCADA Retrofit - an Ongoing Process 

The substation SCADA retrofit is an ongoing process primarily dictated by modernization of the protective 
equipment.  Any time an electromechanical protective device is replaced by a digital relay, the relay health 
and relay failure alarms need to be reported to the Control Center, even if the enhanced reporting capability 
of the digital protection relays were not to be used.  The protection upgrade may be an internal planned 
activity or may be the result of protection upgrade activity at a neighboring entity SVP is tied to.  Depending 
on the location of the protective relays, the required SCADA upgrade could potentially be challenging.  The 
distributed SCADA architecture adopted by SVP make such activities easier to manage.  This is best 
illustrated by describing a recent protection and SCADA upgrade necessitated by protection upgrade 
activity of a neighboring entity.   

Protection equipment upgrade activity on a tie-line by a neighboring entity required that SVP upgraded its 
protection equipment as well.  The pieces of protection equipment were located in two outdoor cabinets 
away from the control building where the RTU is housed.  Instead of running cables back to the control 
building from each of the outdoor cabinets for the protection equipment alarms, a sub-RTU was installed in 
one of the outdoor cabinets for collecting the protective device health and protection alarms.  Only a 
communication cable between the control building and the outdoor cabinet housing the sub-RTU needed 
to bring back the information to the Control Center.  Figure 11 shows the new protective device layout along 
with the communication schematic. 



 
Figure 11: Schematic for Protection upgrade initiated SCADA retrofit. 

 
Metering upgrade, brought about by either transducer replacement or using upgraded digital protection 
relays as metering relays, is another area of continued retrofit activity.  In several substation SCADA retrofit 
projects, initial metering upgrade was restricted to only replacement of the legacy analog input boards with 
newer ones, primarily because of resource constraints.  Transducer replacement, often one at a time, with 
digital multifunction meters were carried out later as and when resources became available.  

5. Conclusions 

This paper continues description of SVP experiences with SCADA upgrades. SVP’s first paper presented 
Substation HMI design, its benefits and deployment at SVP. This paper focuses on the novel approach to 
SCADA upgrades taken by SVP that uses Substation HMI. Details of the challenges and resolutions were 
discussed for each SCADA function. A deployment example, and description of on-going retrofit efforts, 
as an on-going process are presented. 
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