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Abstract— The protection simulation capabilities of short-

circuit software platforms can offer significant efficiency benefits 

for utilities facing increased responsibilities due to emerging 

compliance requirements. However, the challenges of modeling an 

entire system of protection as well as the need to keep it updated 

have limited the practical utilization of these simulation 

capabilities. Automation-based tools offer a solution to these 

modeling challenges, enabling efficient and accurate creation of 

protection representation on these short-circuit platforms. This 

paper presents the experiences and technical considerations of 

four utilities that have employed these automation-based 

protection modeling methodologies. First, implementation and 

deployment considerations are discussed, in order to meet the 

specific needs and conventions of an organization in engineering, 

data, and logistical aspects. Next, actual utilization of the tools and 

their impact on protection activities are explored. Third, strategies 

for long-term governance are considered, covering the utility 

processes necessary to maintain the tools. Finally, general 

experiences and thoughts are provided by the four utilities, as well 

as potential avenues for expansion of this engineering automation 

concept, and to further assist Protection and Control departments 

in meeting the challenges of the modern power systems industry. 
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I.  INTRODUCTION 

Industry-standard short-circuit software platforms are 
essential tools to Protection and Control Departments, providing 
representation of the primary system for key applications such 
as protection settings development and event analyses. The most 
widely utilized software platforms have long offered advanced 
simulation capabilities in addition to their core short-circuit 
analysis functions, enabling engineers to observe relay 
responses to system events. However, the significant effort 
required to model protection representation on a system-wide 
scale, as well as the need to keep the representation up to date 
on an ongoing basis, have historically limited the practical 
adoption of these simulation capabilities among major utilities. 
Recently, increasing demand on engineering resources brought 
on by emerging technological and regulatory requirements, such 
as the NERC PRC-027 reliability standard, has motivated 
utilities to reconsider how these simulation capabilities may be 
practically implemented and the modeling challenges overcome 
[1].  

Engineering automation concepts such as automation-based 
tools are one solution to these modeling difficulties, offering the 
capability to create simulation-ready protection quickly, 
efficiently, and accurately. Although automation-based tools 
can provide crucial advantages to utility Protection and Control 
departments in general, their long-term success requires 
consideration of how they are to be utilized and how they may 
fit into existing utility practices [2]. 

This paper discusses the application and integration 
considerations of automation-based protection methodologies as 
well as considerations for their utilization within utilities’ 
existing data infrastructure and processes. These considerations 
draw upon the experiences of four organizations who have 
employed automated protection modeling tools to further the 
capability of their engineering teams. These utilities represent a 
varied range of different protection and data conventions, 
existing processes, and software application implementations, 
and are geographically located across the entire United States. 
Both technical and logistical aspects are discussed, as well as 
overall experiences and potential avenues for expansion of this 
engineering automation concept.  

II. AUTOMATION-BASED MODELING METHODOLOGY 

The actual implemented form of automation-based modeling 
tools can vary, depending on the philosophy, conventions, and 
needs of the application and users. However, the basic 
functionalities required for any implementation can be described 
as the following: 

• Obtain relay settings 

• Interpret relay settings and translate data into the form 
required by the short-circuit software 

• Identify which location in the short-circuit model the 
protection relay data corresponds to 

• Create the protection representation in the short-circuit 
model using the obtained and interpreted settings data 

All four utilities discussed in this paper implemented their 
automation-based modeling tools to function as a bridge 
between their relay settings repository and short-circuit 
platform. Although the actual platforms for both repository and 
short-circuit simulation software differed between the four 
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organizations, the general structure of the automation-based 
modeling methodologies consisted of three main components:  

• Interface to relay settings repository to obtain settings 
and location information 

• Logic engine to interpret relay settings in the form 
required by the short-circuit software and to match 
location information to a specific terminal 

• Interface to short-circuit software to create protection 
relay models with the required settings data 

This three-stage process, as shown in Fig. 1, enables the 
seamless transition of settings data from file records to a 
simulation-ready representation. 

 

Relay Settings 
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Short-Circuit 
Model

Automation-
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Tool

Relay settings 
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Create protection 
representation

Interpret protection 
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Fig. 1. Three-stage process of the automated-based modeling methodology 

 

The technical requirements for each interface in this 
structure must be considered with respect to specific utility 
conventions and preferences. As with most automation-based 
solutions, data consistency is crucial for reliable operation of 
automation-based protection modeling methodologies. In the 
implementation for all four utilities, the aspects of 
customization, data preparation, existing and new processes, and 
strategies for long-term governance were key considerations for 
the successful deployment, utilization, and maintenance of these 
modeling tools.  

A. Relay Settings Repository 

In the implemented solutions deployed across the four 
utilities, the relay settings repository served as the source of data 
for relay settings as well as locational and status identifiers. The 
utilization of the relay settings repository minimized risk of 
transcription or data error in the settings, since protection data 
would come directly from the actual field-deployed settings 
files. Furthermore, the repository was an existing database that 
was already utilized by the Protection and Control departments, 
minimizing the need for new support infrastructure.   

The automation-based tools connect to the relay settings 
repository through an interfacing component that performs the 
following functions:  

• Identify unique device records in the settings database 

• Obtain locational and functional identifiers for each 
unique device record 

• For records with multiple revisions, select the 
appropriate file using pre-defined logic for status 

• Extract the settings data from the select relay settings file  

Proper operation of the above functions requires 
consideration of the data schemes and structures of the relay 
settings repository, as well as utility conventions for record 
status, device functional and protection package assignment, and 
locational organization. 

Although software packages typically use comparable data 
schemes, some fields, such as those used for package 
assignment, may vary greatly between organizations. Similarly, 
the concept of setting status is typically used in the same manner 
across organizations, although the actual implemented 
terminology (and selection criteria) can differ according to 
individual utility conventions. Fig. 2 shows an example of how 
these identifiers for each unique relay record may be utilized for 
location matching, file selection, and package assignment in 
automation-based protection modeling. 

 

Voltage Position Substation ID Device Function Status File Type

230 LINE 15 APPLE 1234 SEL-311C Package_A Deployed RDB

230 LINE 15 APPLE 1234 SEL-311C Package_A Issued RDB

230 LINE 15 APPLE 1234 SEL-311C Package_A Historical RDB

230 LINE 15 APPLE 1456 D60 Package_B Deployed URS

230 LINE 15 APPLE 1456 D60 Package_B Historical URS

230 LINE 15 BANANA 1544 SEL-311C Package_A Deployed RDB

230 LINE 15 BANANA 1545 D60 Package_B Deployed URS

Voltage, Line name, Substation, and Relay 
ID may be used to match records to a 

location in the short-circuit model

Parsing of Function column for 
determination of package assignment

File records of 
 Deployed  status are 
selected for modeling

 

Fig. 2. Record identifiers from the relay settings repository 

 

B. Translation and Logic 

In all implemented solutions, a bridge layer was situated in 
between the interfaces to the relay settings repository and short-
circuit software. This layer represented the logic engine that 
translated the settings and identifier data from one database to 
the form required by another through the following 
functionalities: 

• Determine where in the short-circuit model the 
protection should be created according to location 
identifiers from the repository 

• Obtain settings data from specific fields in the settings 
files and interpret the protection functionality in terms of 
tripping elements, directionality, and special logic 
schemes 

• Translate the interpreted settings into the form required 
by the short-circuit software to create simulation-ready 
models 

Proper operation of the above functions requires 
consideration of the naming conventions and consistency 
utilized in both repository and short-circuit data sources, as well 
as the specific protection conventions for settings in the relay 
files. 
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Location determination is typically based on matching of 
key identifiers between the repository and short-circuit model. 
Automation methodologies may be employed to achieve this if 
strict naming conventions are used, or a user-defined Translation 
Table may be necessary if naming between the two data sources 
are too dissimilar for reliable automated matching. Fig. 3 shows 
how locations may be defined differently in the two sources, 
requiring user-defined input to match the two.  

Protection interpretation of industry-standard 
microprocessor-based relays is typically straightforward, as 
common elements and functions are defined and are required to 
be set in a consistent manner. The use of custom logic or 
electromechanical devices may require customization to 
accommodate specific utility conventions, particularly in 
defining interaction with communication-based protection 
schemes.  

 

Voltage Position Substation ID Device Function Status File Type

230 LINE 15 APPLE SUB 1234 SEL-311C Package_A Deployed RDB

230 LINE 15 APPLE SUB 1456 D60 Package_B Deployed URS

R T R

R = Real bus
T = Tap bus

APPL5600 APPLTAP5 BANA9432

Name =  L15 
CKT = 1

Name =  L15 
CKT = 1

Short-Circuit Model location defined as:
From Bus = APPL5600
To Bus = APPLTAP5
CKT = 1

Repository location defined as:
Line =  Line    
Substation =  Apple Sub 

 

Fig. 3. Different naming conventions for the same location 

 

C. Short-Circuit Software 

The third and final interface of automation-based modeling 
tools is with the short-circuit platform. This interface is 
concerned with the creation of simulation-ready protection 
representation through the following functionalities:  

• Identify location where protection is to be created 

• Create logical protection group, relay instance, and if 
applicable, supporting elements, at the required location 

• Push specific field data to the relay instance and 
supporting elements, and if applicable, set up 
connections between modeled components 

• Configure supporting logic to enable proper simulation 
operation 

• Write additional tag data to support supplemental and 
record-keeping functionalities 

The main considerations for this interface are the 
requirements to create simulation-ready protection 
representation in the specific short-circuit software, which may 
vary greatly based on the modeling philosophy of the platform. 
For example, industry-standard software platforms may take 
either a device-representative approach, where relay devices and 
instrument transformers are modeled as separate elements, or a 
function-representative approach, where devices are split into 

separate components by function with embedded instrument 
transformers.  

In addition to creating the protection representation and 
pushing settings field data, proper operation of the protection 
during simulations requires configuration of logic to indicate 
tripping elements and to accommodate custom logic schemes. 
Useful supplemental data, such as date of modeling and specific 
repository identifiers, may be included in the protection model 
to enable easy identification from which record this data was 
obtained [3]-[4]. Finally, utility-specific requirements and 
preferences must be addressed by this interface, including 
naming conventions, modeling approaches, and scope of 
modeling with respect to both system and protection 
functionality.  

III. IMPLEMENTATION 

The aspects of implementation involve the technical 
preparatory considerations required for automation-based 
modeling tools to function in a specific utility environment. As 
conventions differ between organizations, automation-based 
tool interfaces and logic engines need customization to 
accommodate the varied data structures, naming conventions, 
protection approaches, and modeling methodologies in use 
across the organizations. These considerations cover a wide 
range of functionalities across all components of automation-
based modeling tools.  

Customization considerations were primarily focused on 
utility-specific conventions covering repository data structures, 
protection approaches, and modeling methodologies. These 
considerations supported key functionalities such as location 
matching, repository file selection, protection interpretation, and 
were crucial for proper operation of the modeling tools.  

A. Location Matching 

For location matching of repository records to a specific 
location in the short-circuit model, all four organizations utilized 
user-defined Translation Tables to connect repository identifiers 
to short-circuit model identifiers. Some organizations used the 
minimum number of data identifiers required to enable this 
matching as a consideration for easing the burden of future 
Translation Table maintenance. Others opted for matching 
schemes that required a greater number of identifiers to allow 
for future potential integration with the settings repository, 
including processes to quickly identify which relays had updated 
settings that needed to be modeled.  

B. Repository Data 

The data structure conventions of the relay settings 
repository were important considerations for the selection of the 
appropriate file to model if multiple revisions were present, and 
for the determination of protection groupings (or packages). All 
four utilities defined a ranked hierarchy of setting statuses to 
identify the suitable file to model (all corresponding to the 
utility-specific status that denoted “field-deployed”). File upload 
dates or revision designations were utilized as further criteria if 
multiple records under the same status were encountered. 
Although not adopted by all the utilities, some specific 
additional filters were applied in some cases to limit the scope 
of records to those relevant to BES-level protection.  
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Determination of groupings or packages of complete 
redundant protection sets was made through different criteria 
across the four utilities. For several organizations, parsing of 
specific identifiers in key function data fields specified the 
package. For other organizations, packages were assigned 
according to a defined hierarchy based on the combination of 
relay devices present at a terminal.  

C. Protection Interpretation 

For protection interpretation of settings and tripping 
elements, the typical functions of distance, overcurrent, and 
differential elements were common to most organizations. 
Although most relay trip expressions were set in similar manners 
across the four organizations, one highly customizable device 
family employed different methods and terminology in defining 
tripping functions which required extensive pre-defined logic to 
properly parse. Some utility-specific implementations required 
additional customization of these functions, such as the use of 
non-standard fault detectors or relay logic schemes. An example 
for one of these protection function customizations is shown in 
Fig. 4, covering the steps the tools go through to address non-
standard fault detectors. 

 

Automation-based tool to recognize 
specific protection logic 
implementations, such as custom fault 
detectors

Interpret protection settings as normal 
for phase distance and overcurrent 
protection functions

Implementation in short-circuit software 
varies by platform and approach, but 
typically involves creating non-tripping 
phase distance and overcurrent 
functions

Relay Trip = (Z1P AND 50P4)

Zone 1 Phase Reach = 1.00 ohmssec

Zone 1 Phase Delay = 0.00 cycles

Phase Overcurrent 4 Pickup = 5.0 Ampssec

Phase Overcurrent 4 Time Delay = 0.00 cycles
Phase Overcurrent 4 Directionality = Disabled

Settings Parameters

Phase Distance
Function/Elements

Non-tripping Zone 1

Directionality Set

Settings Parameters

Phase Overcurrent
Function/Elements

Non-tripping Element

Directionality Disabled

Custom logic function ties together the 
above non-tripping elements into the 
required tripping function

Custom Logic Function for Tripping

Trip = (Phase Distance Z1) AND (Phase Overcurrent)

 

Fig. 4. Custom logic for addressing non-standard fault detectors 

 

Communications-based protection schemes, including 
transfer trips, were considered for two of the organizations, and 
required review of external drawings to determine scheme 
configuration. In addition, one organization opted for the 
inclusion of transformer protection schemes.  

D. Short-Circuit Platform Modeling 

Modeling considerations were primarily governed by the 
short-circuit software platform and its approach to protection 
representation. The structures for protection model 
representations are shown in Fig. 5 for the most widely utilized 
short-circuit platforms, indicating the aspects that would need to 
be populated from the same interpreted data from the relay 
settings repository.  

Settings Parameters

Relay Model (IED-style)

Element-Specific 
Trip Codes 

Group Trip 
Expression

Current 
Transformer

Potential 
Transformer

Protection Group

Short-Circuit Software 1

(Terminal 
Location)

Settings Parameters 
(including CTR and 

PTR)

Function Model

Tripping and 
Directionality 
Checkboxes

Protection Group

(Terminal 
Location)

Short-Circuit Software 2

 

Fig. 5. Protection representation on different short-circuit software platforms 

 

In particular, the representation approach would determine 
how devices or functions, measurement transformers, settings 
data, and tripping logic would be created, pushed, or configured 
in the short-circuit model. Utility conventions such as naming 
and preferred supplemental data also played a role although 
overall modeling approach for like software platforms did not 
differ greatly across organizations.  

IV. DEPLOYMENT 

The aspects of deployment involve the logistical 
considerations required for the tools to connect to external data 
sources such as the relay settings repository and short-circuit 
model. These considerations are primarily focused on data 
source preparation and data security aspects that proved to be 
crucial to the successful deployment of the tools.  

A. Repository Data Integrity 

Considerations for the status of the relay settings repository 
were focused on the ability for automation-based tools to 
reliably identify and obtain the data needed for location 
matching, file selection, and package assignment. As with all 
automation-based methodologies, data consistency was an 
essential consideration for proper tool operation. Although 
strategies to mitigate potential variations such as limiting 
allowable entries to data fields were employed by all four 
organizations, the presence of legacy data drove concerns of 
data quality and usability. 

Several of the utilities had undertaken repository data quality 
investigation efforts prior to the implementation of automation-
based modeling tools, while others required this “repository 
health check” in parallel with tool customization efforts. For all 
organizations, data considerations that may cause issues for 
reliable tool operation, including questionable statuses, 
inconsistent naming, or missing data, were identified and 
flagged for correction prior to tool deployment.  

Common repository data integrity issues are shown in Fig. 
6, including:  



5 

• Multiple entries with highest priority status for the same 
package and location; mitigating logic may utilize file 
date as tiebreaker 

• Stored relay settings file is incorrect format for stated 
device type 

• Missing settings file for a selectable entry 

• Missing entry with highest priority status for a specific 
location 

• Incorrect spelling or inconsistent form of data in a field 

 

 

Voltage Position Substation ID Device Function Status File Name

230 LINE 15 APPLE 1234 SEL-311C Package_A Deployed Settings_R2_BF.rdb

230 LINE 15 APPLE 1234 SEL-311C Package_A Deployed Settings_R3.rdb

230 LINE 15 APPLE 1234 SEL-311C Package_A Issued Settings_R2_BF.rdb

230 LINE 15 APPLE 1234 SEL-311C Package_A Historical Settings_R1.rdb

230 LINE 15 APPLE 1456 D60 Package_B Deployed Settings_R1.rdb

230 LINE 15 APPLE 1456 D60 Package_B Historical Settings_R1.urs

230 LINE 15 BANANA 1544 SEL-311C Package_A Deployed

230 LINE 15 BANANA 1545 D60 Package_B Historical Settings_R1.urs

115 LINE 235 CHERRY 1687 SEL-311C Primary Package Deployed Settings_R1.rdb

115 LINE 235 DAATE 1688 D60 Package_B Deployed Settings_R1.urs

Multiple  Deployed  status 
for the same package

Incorrect settings file format 
for stated device type

Package does not have a 
 Deployed  status setting

Inconsistent 
statement in field

Inconsistent spelling 
for field

Missing settings 
file for entry

 

Fig. 6. Common data integrity issues from the data settings repository 

 

A final consideration for the repository was related to 
alignment of data with external sources, such as asset 
management software. Since asset data, including naming 
references, was pushed from these external sources for several 
of the utilities, some restrictions were imposed on the length and 
format of the data. Further, these asset management databases 
were outside the control of the Protection and Control 
department for some organizations, requiring collaboration with 
other departments if modifications were needed.  

Protection settings data for third-party entities was stored in 
different manners across the four organizations. These could 
range from being included in the repository with specific 
identifiers indicating their belonging to neighboring utilities, to 
not being stored in the repository at all, to something in between. 
Each utility accommodated protection modeling on 
interconnection lines according to their own data availability.  

B. Short-Circuit Primary Model 

Short-circuit primary model considerations were focused on 
representation of primary system elements such as lines and 
buses which define the terminals at which protection models are 
created. As with the settings repository, automation-based 
modeling tools rely on consistent conventions in the primary 
model to enable correct operation. In particular, proper 
classification of buses (differentiating substation “real” buses 
and tap buses) was the single most important aspect for short-
circuit model consideration. All four of the utilities required 
some degree of primary model check to ensure successful 
identification of terminal locations, which ranged from minor 

corrections for some organizations to a major review of all lines 
for others.  

Short-circuit model conventions could provide other benefits 
to automation-based modeling tools. Several of the utilities 
utilized a short-circuit model that contained extensive 
representation for neighboring entities. In these cases, data fields 
specifying the bus owner limit the scope of lines and elements 
considered by modeling tools to only those that involve these 
organizations.  

As with the relay settings repository, the naming and data 
conventions used within the short-circuit model were dependent 
on external sources in some cases, limiting the ability to align 
repository and short-circuit data.  

C. IT and Data Security 

Security considerations are becoming more prevalent at 
utilities, particularly with data involving the BES system. Some 
of the organizations who deployed automation-based modeling 
tools implemented additional accommodations to meet IT and 
data security considerations. 

First, database security practices did not allow external tools 
to connect directly to production databases in use for day-to-day 
relay settings efforts. In these cases, the production settings 
repository was replicated into an Electronic Data Warehouse 
(EDW) that was updated periodically from the production 
version. Considerations for the utility included the frequency of 
these updates and what tables would need to be included in the 
replicated database to minimize duplication, but still enable the 
tools to operate. The interactions of this EDW with respect to 
the automation-based modeling methodology process is shown 
in Fig. 7.  

 

Server

User Computer

Periodic updates to duplicate data from production 
day-to-day version of repository database to the EDW

Relay Settings Repository 

Automation-Based 
Modeling Tools Short-Circuit 

Model

Production 
Database

Electronic Data 
Warehouse

External applications, such as Automation-based 
Modeling Tools connect to the replicated EDW

 

Fig. 7. Interactions of EDW in automation-based modeling process 

 

Second, with increasing focus on cybersecurity and NERC 
CIP requirements, settings repositories or even individual 
settings files may have been subject to heightened security 
considerations. These requirements had implications on how the 
automation-based modeling tools addressed user access and data 
handling, particularly in encryption requirements for data-at-
rest. For some of the four organizations, the tools were managed 
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by IT departments, while for others, the Protection and Control 
departments retained direct control.  

V. OPERATIONAL UTILIZATION 

The operational utilization aspect involves the 
considerations for day-to-day operation of the automation-based 
modeling tools in the utility environment. These considerations 
revolve around impact on existing processes, the approach for 
usage of the tools, and how short-circuit models are 
consequently managed.  

A. Utilization Model 

All four utilities adopted a two-tier approach for the 
utilization of these modeling tools: 

• Use by a designated Subject Matter Expert (SME) to 
maintain updated protection representation in a reference 
base line case 

• Use by individual protection engineers in location short-
circuit case copies to assist with their own projects 

This two-pronged approach enables a master copy to be kept 
as the department’s reference case that represents the state of the 
protection deployed to the field. The designated SME or 
coordinator would run the tools in batch mode (modeling of 
multiple lines in one operation) on a monthly (or other periodic) 
basis to keep the reference case updated. Individual engineers 
would obtain this reference case and may push tentative or not-
yet-deployed settings to their own local copies of the model to 
investigate protection performance in their projects.  

Some of the organizations are also considering further 
integration with the relay settings repository in order to 
determine which specific devices need updating. Since 
modeling operations write a date tag to the protection 
representation in the short-circuit model, this date may be 
compared against record update dates in the repository.  

B. Model Management 

Following the two-tier approach to tool utilization, model 
management at the four organizations also sees a two-tier 
organization in the form of the master case, and engineers’ 
individual copies for their various projects.  

The reference case is stored at a shared location and is 
published on a periodic basis. Individual engineers may obtain a 
copy of this perpetually updated base line for their own local 
studies. One organization has utilized a check-in, check-out 
process for the master copy to enable updates. 

C. Impact on Processes 

Although some utilities did previously create limited 
protection models for some elements in their short-circuit cases, 
the inclusion of full protection representation for all BES lines 
was not a regular practice prior to the deployment of automation-
based tools. At the organizations that have completed 
deployment of tools and the opportunity to integrate into their 
processes, engineers have more regularly utilized the 
simulation-based capabilities to assist in their work, including 
relay settings development efforts.  

The timing of updates is one further consideration, as 
changes to relay settings files and system short-circuit 
representation may not always occur simultaneously. Most 
organizations have adopted a policy to model only devices that 
were confirmed to be field-deployed (controlled through status), 
ensuring that the master case would only represent current 
protection. Individual engineers, of course, would be free to 
model any future or tentative protection to assist in their own 
projects.  

VI. GOVERNANCE 

The governance aspect involves the considerations to 
maintain the automation-based modeling tools as well as the 
required data sources. These considerations include strategies 
and processes to ensure continued data integrity of the repository 
and short-circuit model and updating of the Translation Table 
that connects the two.  

A. Data Integrity 

All four utilities have considered the data conventions 
required by the modeling tools and have adopted new processes 
to maintain these conventions. These processes may include 
periodic execution of repository data integrity investigations as 
well as regular utilization of the tools to help catch issues earlier. 
At one organization, where a handful of relay settings files could 
not be directly read from vendor-native format, new processes 
were put in place to upload a converted text format of the 
settings for use with the automation-based modeling tools.  

For the short-circuit model, additional training was provided 
at some organizations on bus classification and naming 
conventions. Long-term plans to assist in maintaining the short-
circuit case include the future development of data integrity 
“health report” investigation checks, in a manner comparable to 
those in use for the relay settings repository.  

B. Location Matching 

Since all four organizations utilize Translation Tables to 
match repository records to short-circuit model terminal 
locations, the maintenance of this table is crucial for long-term 
operation of the automation-based tools. 

The organizations have designated administrators for the 
tools, whose responsibility would be to keep the Translation 
Table updated as relay and system changes occur. These admins 
communicate with the individual protection engineers and are 
informed of changes on both a scheduled periodic and ad hoc 
basis. Some organizations designate only a single admin, while 
others may have multiple individuals according to geographical 
operating centers.  

As with the distribution of the short-circuit reference case, 
the updated Translation Table is kept at a central location and 
may be copied by individual engineers for their own projects. 

Fig. 8 shows the update process for both the Translation 
Table as well as the short-circuit base case described in Section 
V.  
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SME/Coordinator

Short-Circuit 
Model

Updates protection representation 
on periodic basis using tools

Tool Admins

Updates Translation Table 
according to engineer request

Engineers Engineers Engineers Engineers

Short-Circuit 
Model

Sett ings 
Repository

Engineers communicate 
to Tool Admins any 

changes to Translation 
Table required to 

accommdate changes 

Settings Repository and 
Short-Circuit Models are 

updated as part of 
ongoing projects

 

Fig. 8. Update process for protection represenation and Translation Table 

 

C. Tool Updates 

Updates to the automation-based modeling tools may be 
needed to accommodate new relay types, new protection logic 
schemes, or changes to defined convention in the relay settings 
repository or short-circuit model. For the initial implementation 
at all four utilities, the tools do not provide for user-accessible 
configuration of these conventions – updates would require the 
issuance of a new version of the tools. This was implemented as 
a deliberate design decision to minimize the risk of fragmented 
versions of the tools among different engineers.  

VII. EXPERIENCE AND EXPANSION 

This section highlights some of the major experiences stated 
by the four utilities in this implementation process as well as 
potential future applications for automation engineering 
concepts.  

A. Expectations 

The key takeaways from an expectation perspective stated 
by several of the utilities that employed these modeling tools 
was the unexpected significance of data integrity and the aspects 
of manual intervention that still require utility effort.  

Data integrity concerns are primarily focused on the relay 
settings repository, both in terms of correcting existing data as 
well as the need to maintain the data for continued operation of 
the tools. In particular, cleanup efforts for the repository 
conducted prior to tool implementation required significantly 
more effort from the applicable organizations than initially 
expected.  

Another major concern is the maintenance of the Translation 
Table to update matches between records in the settings 
repository to terminal locations in the short-circuit file. Less 
utility intervention would have been preferred in this aspect, 
which was necessitated by the incompatible state of data for 
reliable automated matching of identifiers.  

Finally processes for the communications and coordination 
with other departments were reinforced to facilitate the update 
or modification of data for sources outside the direct control of 
the Protection and Control departments.  

As a response to the above experiences, the utilities involved 
have initiated several actions to mitigate the effect of these 
challenges for both short and long-term outlooks. In the short-
term, revised processes and greater emphasis on data quality can 
be supplemented through utilization of database “health reports” 
to identify potential issues. For more long-term solutions, more 
automation is under consideration, particularly for the 
Translation Table matching.  

B. Potential Expansion 

With the automation-based tools enabling the efficient and 
accurate modeling of widespread protection representation at the 
BES level, several of the organizations have looked to applying 
similar engineering automation and process integration concepts 
to other aspects of their responsibilities.  

Since the need for automated protection modeling capability 
was initiated by the upcoming NERC PRC-027 compliance 
requirements, several utilities implemented the minimum 
required protection functions and disregarded differential 
elements and communications-based schemes. With the 
demonstrated effectiveness of automation-based modeling 
methodologies, these functions may be retrofitted to the 
modeled protection representation to provide a more complete 
view of relay performance. The inclusion of generator relay 
protection and additional elements such as voltage-based 
functions are also potential additions. In terms of modeling 
scope, the inclusion of distribution-level protection either on 
their own applicable software platforms or through platform 
conversion mechanisms may be considered as expansion to the 
automation-based modeling concept. 

Within the discussion of potential improvements to the 
automation-based modeling process, the four organizations have 
cited greater automation and decrease in the need for utility 
intervention to be avenues to pursue. Of particular interest 
would be improvements to alignment of data sources to enable 
automatic matching of repository records to terminal locations, 
eliminating the need for a user-maintained Translation Table.  

The concept of automation-based methodologies to create 
representation in short-circuit models may also potentially be 
applied the primary system components, including lines, 
generators, and transformers. Different data sources, likely 
related to asset management and equipment records, would be 
required, but the same general arrangement of data source to 
bridge to model would be retained. These applications of highly 
automated solutions that integrate with many different data 
sources across departments represent the logical conclusion of 
the engineering automation concept implemented in 
automation-based modeling methodologies.  

VIII. CONCLUSION 

Automation-based modeling tools can enable protection 
representation to be created or updated quickly and efficiently in 
short-circuit models. Serving as a bridge between the relay 
settings repository and the short-circuit case, these tools provide 
Protection engineers with the capability to feasibly leverage the 
robust simulation capabilities within short-circuit software 
packages for Protection System Coordination Studies.  
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This paper has discussed the practical considerations of 
implementing, deploying, utilizing, and maintaining these 
automation-based modeling tools, drawing from the experiences 
of four utilities across the United States. Although there were 
aspects that required customization for specific utilities based on 
their own conventions and practices, the general technical 
decisions and processes that were employed were largely 
analogous across all four organizations.  

The outcome of these implementation efforts can be 
summarized in the comments of one of the utilities, who 
reiterated their skepticism that protection data could be 
successfully pushed to the short-circuit model in an automated 
manner. Following the successful deployment of these tools, 
they were able to identify some protection settings issues 
through the Wide-Area Protection Coordination studies that 
were made feasible by the widespread modeling of protection.  

The engineering automation concept behind these modeling 
tools can potentially be expanded beyond protection to include 
primary system components of the short-circuit models. The 
logical conclusion of this concept are highly automated 
enterprise solutions that integrated many different data sources 
across departments that enable seamless flow of data from one 
application to the next. Ultimately, the end goal of any tool, 
including those represented by the engineering automation 
concept, is to assist engineers in their roles and responsibilities 
within the modern power systems industry. 
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