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Cyber Vulnerability 
Assessment of a Digital 
Secondary System in an 
Electrical Substation

Limited-vulnerability design methods create 
better understanding and specifications

Identify and investigate design gaps

Recognize risks associated with vulnerabilities

Recognize vulnerabilities associated with design gaps

Limit vulnerability based on cost, schedule, 
and performance design choices
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Improve systems by assessing performance
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Event tree construction
IEC 60870 fault tree
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Relay communication port fault
Failure analysis using 
system component 
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Event tree 
comparison
Cyber attack tree
Attack analysis using 
threat availability

Man-in-the-
middle
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Understanding what to measure

Three major threats to consider for DSS applications

Confidentiality Integrity Availability
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Event leaves: espionage, interaction, and DoS 

IP: 10.0.0.1
MAC: 00:00:00:00:00:01

IP: 10.0.0.2
MAC: 00:00:00:00:00:02

IP: 10.0.0.1
MAC: 00:00:00:00:00:01

IP: 10.0.0.2
MAC: 00:00:00:00:00:02

Unauthorized traffic
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Event leaves: espionage, interaction, and DoS 
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Mitigation leaves

▪ Cryptography
▪ Network architecture

Decryption
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k k
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Mitigation leaves

▪ Cryptography
▪ Network architecture
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Not all cyber threats are created equal

Espionage events
Communications 

bus VS
Power outage 

(hours) 𝐓𝐀

Sniffing process bus 
network switched Process 6.2 0 6.2

Sniffing OT-SDN 
process bus Process 3.8 0 3.8

Sniffing process bus 
point-to-point architecture Process 3.8 0 3.8
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Threat availability(TA)

Low cybersecurity exposure in DSS

▪ Read / write access necessary 
about every 5 years

▪ Authentication transaction 
lasts seconds

▪ Most likely not via 
remote communication

SCADA

Read only

Authorization 
write command

R&W access

Open breaker

Station busRelay



9

Does solution address problem?

▪ Resilience
0   = More vulnerable
10 = Less vulnerable

▪ Complexity 
0   = Less complex
10 = More complex

Level Value
Low 0–3

Medium 4–6

High 7–10

Resilience Complexity = −

Security networks architectures for DSS

▪ Switched network
▪ Switched network

OT-SDN
▪ Point-to-multipoint
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Security networks architectures for DSS

▪ Switched network
▪ Switched network

OT-SDN
▪ Point-to-multipoint
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Comparing three process bus architectures

Three process bus scenarios
– Point-to-point
– Switched network - VLANs
– OT-SDN

Network Relay Switched
network

Process bus Station bus

Privacy is superior to secrecy

Better

Case 1: Point-to-point
Case 2: Switched network
Case 3: OT SDN
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Attack on private connection is detectable

AND

Process bus 
communications 
failure detected

Process bus 
command 
received

Process bus 
port validity

Station bus secrecy vs privacy

Three station bus variants 
– Switched network 

with cryptography
– Switched network with R&W 

access control
– OT-SDN

Point-to-
point Relay Network

Process bus Station bus
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Privacy is superior to secrecy

Better

Case 4: Encryption
Case 5: R&W access control
Case 6: Station bus OT SDN
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Recent weaponized vulnerabilities – TLS
“IT TLS doesn’t belong in OT relays” –DARPA

IETF – Internet Engineering Task Force, defines internet standards

IETF publishes 
TLS 1.3

NIST requires 
change from 
TLS 1.2 to 

TSL 1.3 

TLS 1.3 
vulnerability 
weaponized

February 
2019

December 
2018

March 
2018
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Vulnerability chain

Increased 
device 
code 

complexity 
disruptive

Increased 
device 

processing 
and 

memory 
disruptive

Error in 
design, 

configure, 
commission, 

maintain 
routing tables 

in device

New TLS 
vulnerability 
exists but 

undetected

New TLS 
vulnerability 
published as 

CVE and 
unaware 
if / where 

products are 
affected

Code 
not yet 

available 
to address 

CVE –
zero days

User 
removes 
device 
from 

service to 
update 

FW

New FW 
or update 
process 
disables 
device

Supply 
chain 

broken, 
update 
process 

introduces 
new 

vulnerability

OR
Choice of TLS as mitigation control

adversely affects process bus application

Primary event / attack successful
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OR OROR

Relay
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Cypher Invalid 
control

Switch
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MAC
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ARP 
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Cypher DNS 
attack

User 
performing 
engineering 

access

Dataflow 
compromise 

and sniff 
undetected

Intruder in 
substation 
undetected

User performs
authentication 

transaction 
with third factor 
authorization

Dataflow 
injection during 
period of third 

factor 
authorization

Password 
token not yet 
automatically 

reset

Conclusion
Cyber attack tree

Attack analysis 
using threat 
availability
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Questions?


