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Abstract— This paper presents automation-based approaches 

and tools for modeling of complex protection functions in modern 
power systems. The paper discusses the process steps and 
challenges related to data gathering, aligning primary network 
data and protection data, handling device settings from different 
vendors, and accurately modeling complex functions such as 
telecommunication schemes. The paper also discusses the 
processes that can be utilized for integration of automation with 
the legacy setting management procedure. The process for data 
and operational quality assurance of various protection elements 
is also presented and discussed. The presented modeling 
approaches and tools have been successfully utilized in several 
large-scale projects. Accordingly, the efficacy and feasibility of 
the proposed approaches in real-world projects are discussed. 

Keywords— Automation, Power System Protection, Modeling, 
Performance Analysis.   

I.  INTRODUCTION 

The growing complexity of modern protective devices with 
hundreds of functionalities and the evolving nature of power 
grids have posed several challenges to the transmission system 
operators. To determine the appropriate settings for the 
protective relays and to ensure the reliability and resilience of 
the grid, power system protection engineers need to simulate 
and analyze the protection system behavior using modern 
computer software. Such analysis cannot be conducted unless 
power system components including the protective devices are 
modeled with enough detail, so that the model can accurately 
replicate the behavior of the real-world system. Manual 
modeling of a complex protection system including 
telecommunication-based schemes can be very laborious and is 
prone to errors. This aspect has been a barrier in the past for 
transmission system operators to build a detailed protection 
model and take advantage of modern protection system 
analysis tools. To remove such barriers, new automation-based 
tools need to be developed for accurate and efficient protection 
modeling in advanced computer programs.  

In general, the application of automation for data entry and 
validation can present the following advantages:  

 Alleviate human errors that result from manual entry.  
 Reduce the burden on protection engineers. 
 Holistically check for model deficiencies.  

 Considerable amount of time and budget savings.  
Modern protection simulation software can leverage 
automation to conduct comprehensive protection studies such 
as sensitivity, coordination, regulatory compliance, etc. As 
shown in Fig. 1, the automated process for protection 
coordination studies is incorporated with the legacy process 
for protection setting management. The figure shows that the 
following steps are taken in the process:  

1) Relay setting files are utilized for protection modeling 
in the short circuit model.  

2) Protection model is validated to ensure that the 
modeling is performed accurately.  

3) The short circuit model is utilized for protection 
coordination studies.  

4) An engineer would review the coordination results and 
give recommendations to resolve the protection issues.  

5) The recommended changes are applied in the short 
circuit model for verification.  

6) Verification results are produced using the 
recommended changes.  

7) Verified results are utilized to issue new relay settings 
considering the recommended setting changes.  

8) New setting files are stored in the setting repository.  
9) Finally, the new setting files are issued to the field for 

implementation.  
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Fig. 1. Automated protection seetings and coordination management.  
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However, the automated protection study tools can produce 
very large amounts of raw data. As such, it is imperative that 
the study results are managed with a tool. The process flow for 
utilization of the protection data management tool is presented 
in Fig. 2. A short circuit model is utilized that would hold the 
equipment and protection devices and allow protection 
analysis. As shown in the figure, the protection data 
management tool interacts with the short circuit model. The 
study results are extracted from the short circuit model and 
managed by the tool. The tool itself has a tracking database 
that would hold the information related to the tool. An 
engineer can interact with the tool and generate various study 
reports as depicted in Fig. 2.  

Some studies in the literature have discussed the application 
of automated approaches for protection analysis in a computer 
program. In [1], a guide for development of a systematic 
method for performing a wide-area coordination study is 
given. The study discusses what challenges a protection 
engineer could be faced with and shows examples of tradeoffs 
made when coordination cannot be met. The study also 
discusses the utilization of engineering software for automated 
coordination studies and presents strategies for resolving 

coordination issues in power systems. The study in [2] argues 
that automated wide-area protection coordination studies 
allow power utilities to evaluate protection coordination with 
sufficient details in a short period of time as compared to 
traditional methods for protection coordination analysis. It 
then, presents discussions about the risks associated with 
coordination studies in a complex power grid.  

In order to be able to run wide-area coordination studies in 
an advanced computer program, however, it is imperative that 
the protective devices are accurately modeled in the software 
environment. To that end, this paper contributes to prior 
studies by presenting new approaches to the protection and 
tele-communication schemes (also known as pilot) modeling 
in modern short circuit software.    

II. AUTOMATED PROTECTION AND PILOT MODELING 

PROCESS   

A brief introduction on the application of automation for 
protection data management is given in Section I. In this 
section, more detailed discussions are presented about the 
proposed processes for protection modeling.   

A. Process Flow   

Fig. 3 shows the process flow for automated protection 
modeling in a short circuit model. As shown in the figure, the 
following stages are performed:  

 Automated data extraction from the utility data 
sources and population in protection data 
management tool. 

 Data review and push to the database of the short 
circuit model.  

In addition, extensive data and operational quality assurance 
(QA) is to be performed on the database after modeling to 
ensure the accuracy and validity of the protection model.  
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Fig. 3. Automated modeling of protective devices in the database of a short circuit for protection analysis. 

 
Fig. 2. Protection data management tool.    



3 
 

B. System Topology Search  

A critical step for automated protection modeling is to identify 
the primary pieces of equipment, e.g., lines, buses, 
transformers, etc.  that should hold the protection devices. In 
order to tackle this, automated scripts are needed for topology 
search in the system. A typical configuration of a power 
system includes buses, lines, auto-transformers, and low-
voltage transformers as shown in Fig. 4. The figure shows that 
various categories are assigned to buses as follows:    

 Real: Assigned to actual system buses at the 
terminals of a transmission line and typically includes 
protective relays.  

 Load Tap Point: Assigned to actual system buses that 
are connected to a radial load tap point.  

 Line Junction Point: Assigned to a fictitious bus and 
acting as a pass-through bus.  

The reliability of the automation tools for protection modeling 
and analysis relies on proper assignment of bus types. The 
topology-search automated scripts find these bus types, and 
accordingly, find the place holders for protective devices, e.g., 
current transformers (CTs), voltage transformers (VTs), 
relays, etc.  

C. Protection Modeling 

The automated process for protection modeling in a computer 
program using the relay setting files in the setting repository is 
depicted in Fig. 5. As shown in the figure, the automated 

modeling process involves using information from the 
working database and the extracted relay settings to model 
protection in a short circuit database. This process is usually 
triggered by an engineer for a set of lines that have been 
marked as being prepared to be modeled. The topological 
information in the working database is used to determine 
where in the short circuit model the protective devices should 
be placed. After determining the position where the protection 
should be modeled, the next necessary step would be to parse 
the relay setting file associated with the selected protection 
and load the setting values into the memory. Different short 
circuit programs have varying levels of complexity regarding 
how relays are modeled in their software and often offer 
several different relay models for the same protective function. 
The first decision that would need to be made by an automated 
solution is which model to use for each actual real-world 
relay. The automated solution should take into consideration 
the accuracy as well as make an effort to maintain the 
protection model in the future when deciding which relay 
model to use. Depending on the short circuit program used, it 
might also be necessary for the automated solution to set up 
objects other than a relay such as a breaker, CT, or VT. 
   The database of the short circuit model can also be used to 
store comments and annotation an engineer might need to 
make during the modeling or analysis process. The protection 
scheme information can also be modified by an engineer if the 
data extracted from the relay repository or other protection 
scheme databases are not completely accurate. 
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Fig. 4. System topology and bus type identification in a multi-terminal line with load taps.  
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Further elaboration on the protection modeling process is 
given in the below sections.  

1) Raw Data Extraction: 
The first step for protection modeling is to extract a list of 
transformers and line segments from the short circuit model. 
In order to handle this step programmatically, it is necessary 
that the short circuit software stores the primary model 
information in open formats such as relational structured 
query language (SQL) databases. Alternatively, this step can 
be completed programmatically if the short circuit software 
contains a scripting application programming interface (API) 
that allows for the primary model information to be extracted. 

2) Grouping Line Segments: 
The next step is to determine which equipment in the short 
circuit model, e.g., transformers, line segments, buses, etc. 
should have protection modeled. It is normal for all non-radial 
transmission lines to contain protective relays on all 
terminating buses; however, several line segments in a short 
circuit model can make up a single real-world transmission 
line. This means that some line segments that represent a 
middle section of a transmission line might not require any 
protection to be modeled. In order to properly group the line 
segments into transmission lines and identify the line 
segments that do not require protection, buses in the short 
circuit model should correctly be labelled as tap buses.  

3) Extracting Active Protection Schemes: 
In most utilities, the relay setting files are stored in a central 
location such as a relay repository with a relational SQL 
database or well-organized file share. In such a case, it would 
be possible to programmatically extract a list of active 
protection schemes. The following items represent the 
protection scheme properties that must be extracted for 
automated modeling: 

 Identification of the relay substation.  
 Identification of the equipment the relay protects. 

 The type of equipment the relay protects. 
 The status of the relay.  

If a relational SQL database is used to store relay settings and 
other protection scheme data, an SQL query can be used to 
extract the required information. If a well-organized file share 
is used, a script can be used to identify relay setting files and 
extract the required properties from file metadata, such as the 
full file path. 
      Microprocessor relay setting files are often stored in 
manufacturer specific formats. These files are usually stored 
on file shares or as binary objects in a relational SQL 
database. Some of these manufacturer-specific formats are 
relatively open and can be read programmatically, which is a 
requirement for automatic modeling. 
    Electromechanical relay settings, however, may be stored in 
machine-readable formats such as SQL database tables or 
spreadsheet files. Alternatively, electromechanical relay 
settings may be kept in scanned PDF forms. These cannot be 
read programmatically and cannot be used in a completely 
automatic modeling process. Scripts can be used to either 
extract binary objects or SQL tables from a SQL database. 
Scripts can also be used to identify and copy relay settings 
from a file share. It is important that the scripts maintain a way 
to uniquely identify the relay settings with the active 
protection schemes.  
     One obstacle to this process is that microprocessor relay 
settings might contain sensitive information such as port data, 
i.e., critical infrastructure protection (CIP) information. As 
such, special consideration would be required when these 
setting files are stored, utilized, or shared [3], [4]. If the 
formats are open, CIP data can be scrubbed automatically by 
replacing the CIP sensitive setting values with default values 
using a lookup table; the process for removing the CIP 
information from the relay setting files is depicted in Fig. 6.  
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Fig. 5. Protection setting push from the working database to the short circuit model.  
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4) Topology Match:   
After identifying the buses that require protection modeling 
and the available protection setting files, the short circuit and 
setting file datasets should be linked together. The manual 
effort necessary to link these datasets is a function of how 
similar the topological properties of the relays in the relay 
repository are to the equipment details in the short circuit 
software. Ideally, the unique identifiers of the equipment and a 
bus in the short circuit model should be present in its entirety 
in the relay record. In practice, however, this will not always 
be the case. Instead a translation table will be necessary to 
match the datasets. A translation table is a table where each 
row contains the unique identifiers of the short circuit terminal 
on one side of the table, and the unique identifiers of the relay 
that should be on that terminal on the other side of the table. 
This table can be created using a mix of automatic (using 
fuzzy logic, spreadsheet formulas) or manual methods. 
     Once the matching has been completed, the correlated 
information can be automatically entered into a database that 
can be used in subsequent steps of the process. It might be 
worthwhile to run this process on a regular basis in order to 
account for the changes in the short circuit model or relay 
repository. 

D. Enabling Protection Elements  

As discussed above, regardless of the relay model, the main 
steps for the automated modeling would be as follows: 

 Take values from the relay settings. 
 Potentially apply algorithms to the relay settings. 
 Prepare a relay setting value for the short circuit 

software. 
The short circuit software should use open formats to store its 
modeled protection or contain a scripting API that allows for 
modifying protection information. 
    During protection modeling, it is also necessary to label 
which protective elements are able to trip the circuit breaker; 
this is because many enabled elements might only be used as a 
fault detector, for signaling, or as part of pilot schemes. To 
accomplish this, it is necessary to look at some relay settings 
that are not often considered by the short circuit software like 

the logic settings; which usually contain a Boolean expression 
that states under which circumstances a relay should trip a 
circuit breaker. It is possible to programmatically accomplish 
this, but the rules used to parse these Boolean expressions may 
depend on the utility protection philosophy. 

E. Working Database 

The working database contains a list of all equipment that 
needs to be modeled along with the information about the 
protection schemes that are associated with each equipment. 
This information can be repeatedly updated to account for 
changes in the short circuit model or the relay setting 
repository. The purpose of this database is to manage the 
modeling process. It should show the status of each 
equipment’s protection, whether its protection is completely 
modeled or partially modeled or not modeled at all. 
An example of the stages that can be associated with the status 
of an equipment’s protection is listed below: 

 Package A   protection status – preparation required. 
 Package A protection status – preparation done. 
 Package A protection status – modeled. 
 Package A protection status – QA done. 

A similar structure is considered for Package B protection. It 
should be noted that it is assumed that two packages are 
utilized for protection, i.e., Packages A and B.  
    In the above example, the protection modeling should only 
occur after the stage has been manually changed from 
Preparation Required to Preparation Done. Since all of this 
data is stored in one database, it is possible to create progress 
reports that help show the current state of the protection 
modeling in the short circuit software. 

F. Tele-Communication Protection Modeling  

In addition to the protection modeling, in order to replicate the 
true behavior of the protection system, it may also be 
necessary to extract information on the tele-communication 
schemes. If such information is to be set up automatically, the 
data must also be available in a machine-readable format such 
as a database table or spreadsheet. Most short circuit programs 
also offer methods to model pilot schemes using the signals 
produced by the modeled relays. These are usually modeled as 
separate objects in the short circuit program. Given all the 
required parameters like the communication delay and pilot 
scheme types used to protect each equipment, it should also be 
possible to model them automatically using similar principles 
utilized to model the relays. 
    The modeling and simulation of tele-communication 
protection in an advanced computer program necessitate an 
independent relay that would include multiple schemes named 
pilot relay in this paper. A pilot relay can handle multiple 
schemes concurrently including:  

 Permissive over-reaching transfer trip (POTT).  
 Directional comparison blocking (DCB). 
 Direct under-reaching transfer trip. 
 Line differential.   
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Fig. 6. Relay setting file extractin and CIP information removal. 
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In addition, the pilot relay can be easily set up manually and 
using automation-based tools. While the standard logic for 
each scheme can be hard coded, the relay can be setup in such 
a way that the user can implement their own custom logic.   
The pilot relay, in general, includes two types of elements:  

 Local elements: Elements connected to the local 
protective relay.  

 Communication elements: Elements connected to the 
remote pilot relay.   

1) Communication-Aided Distance Scheme Modeling:  
Fig. 7 shows how the pilot relay is setup for a multi-terminal 
line. It is worth noting that the pilot relay does not include any 
protective elements, but rather it is mapped to the elements of 
the main protective relay. It also receives communication 
signals from the remote terminal(s). All these inputs are then 
processed inside the pilot relay, and accordingly, a trip signal 
is issued by the pilot relay to the local circuit breaker.  
    Fig. 7 shows that various local elements including over 
current and distance elements are mapped to the pilot relay. 
Depending on the pilot scheme and standard logic of the 
scheme, e.g., DCB or POTT, these elements may change. Fig. 
7 also shows the communication matrix between the pilot 
relays at the line terminals. The receiver at each pilot relay is 
connected to the transmitter of the other pilot relays that have 
the same number as the receiver.  

2) Transfer Trip Modeling:  
Fig. 8 shows the communication matrix between the pilot 
relays at the line terminals and the transformer stations. The 
receiver at each pilot relay is connected to the transmitter of 
the other pilot relay that has the same number as the receiver 
(e.g., X1, T1, etc.). It should be noted that for each pilot relay, 
two separate transmitters are created. As shown in the figure, 
each terminal communicates with pilot relays at other 
terminals and taps, where it sends and receives transfer trip 
signals. If there is a fault on the line picked up by the 
instantaneous element at a terminal, the local circuit breaker 
trips, and a trip signal is sent to other terminal(s) and tap(s), 
assuming taps contribute to the fault current. In addition, if 
there is a fault inside the protection zone of a tap transformer 
picked up by the transformer protection, the tap is tripped out 
and a trip signal is also sent to the terminals in cases where a 
high-side circuit breaker is missing from the taps.   

III. AUTOMATED QA 

A database that would usually include protection modeling 
with thousands of relays, CTs, and VTs requires to go through 
an extensive QA procedure in order to ensure that the 
modeling is done properly. In general, such a QA process is 
two-fold as below.  
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Fig. 7. Communication-aided distance scheme modeling in a short circuit software using pilot relay.  
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A. Holistic Data QA   

The data QA deals with the following checks and balances in 
the database:  

 Comparing the device names against the naming 
convention and highlighting or fixing any violation.  

 Checking connection of relays to CTs, VTs, correct 
number of relays, CTs, VTs, etc. for each equipment.  

 Checking proper connection of supervising elements 
to the main protection elements. 

  Internal checks and balances in the database.  
While several basic issues can be caught and fixed through 
holistic data QA, some issues may only show up by relay 

operational QA, such as misoperation of differential or pilot 
schemes for out-of-zone faults; or wrong CT or VT ratios 
which could result in under/over reach of distance relays. It is 
noteworthy that some relay operational issues might stem 
from mistakes in the settings of the real-world relay. However, 
it is imperative to check the relay operation after modeling to 
ensure such issues are not resulted in the modeling process.    

B. Relay Operational QA  

In this type of QA, using an automated script, several faults 
with different types and locations are placed on the equipment 
in the model, and the relays operation is analyzed. Fig. 9 
shows that several faults are applied at various locations of a 
multi-terminal line. Then, the expected operation of the 
element is compared against the actual operation and any 
inconsistency is reported. Depending on the element types, the 
expected operation would be decided as elaborated below.  

1) Operation of Ground TOC Element:  
Ground TOC elements that are utilized in some utilities to 
detect high-resistive or open phase faults are sensitive to 
neutral/ground faults. In most cases, non-directional elements 
are used for such a purpose; thus, the element would operate 
for both the forward and reverse faults. In order to test these 
elements, two close-in forward and reverse single-line-ground 
(SLG) faults should be simulated at all the real buses, i.e., 
buses with protection modeling. Accordingly, the operation of 
the elements that falls in the above category should be filtered. 
At least, one pair of the elements for Packages A and B should 
be observed. Any discrepancy between the expected and 
actual operation should be reported.  

Received Transfer Trip

Received Transfer Trip

Sent Transfer Trip

X1

T1

T3

 

Legend:

Receiver

 Terminal 
Transmitter

Pilot Relay Communication 
Eelements

Tap 1 Tap 2

Received Transfer Trip T2

X2

T3

T1

Pilot Relay Communication 
Eelements

T2

Received Transfer Trip

Received Transfer Trip

Sent Transfer Trip

T3

T1

T2

Pilot Relay Communication 
Eelements

Received Transfer Trip

Sent Transfer Trip

T4

X1

Pilot Relay Communication 
Eelements

Received Transfer Trip

Sent Transfer Trip

T5

X2

Pilot Relay Communication 
Eelements

Sent Transfer Trip T4 T5

 Tap
Transmitter

Terminal 3 Terminal 1

Terminal 2

Multi-Terminal Line

Received Transfer Trip

Received Transfer Trip

Sent Transfer Trip

Received Transfer Trip

Sent Transfer Trip

 

Fig. 8. Transfer trip modeling in a short circuit software using pilot relay. 
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TABLE I.  TIME AND BUDGET SAVINGS AND MODELING ACCURACY 
USING THE PROPOSED AUTOMATION APPROACHES 

Equipment Time Saving Budget Saving Modeling Accuracy 

About 600 
Lines 

50% 40% 98% 

More than 600 
Transformers 

60% 40% About 100% 

 

2) Operation of Distance Element:  
In order to test the distance elements, close-in forward and 
reverse (three-phase (TPH) and SLG) faults should be 
simulated at all the buses with protection, and the operation of 
the elements that fall in the above category should be filtered. 
The operation of the distance elements for two packages 
should be observed for the forward faults, but no operation 
should be reported for the reverse faults in order for the 
element to pass the test.   

3) Operation of Line Differential Element: 
In order to test the line differential elements, close-in forward 
and reverse (TPH and SLG faults) should be simulated on at 
real buses of each line. The operation of the elements at all 
terminals of the faulty line that falls in the above category 
should be filtered. The operation of the relay is acceptable if it 
operates for the forward faults at each of the terminals but not 
for reverse faults, i.e., faults outside of the protection zone.  

4) Operation of Transformer Differential Element: 
In order to test the differential element of the transformer, 
close-in forward and reverse (TPH and SLG) faults are 
simulated at the high-side bus of the transformer. As obvious, 
the element should operate for close-in faults but not for faults 
at the high side bus in order for the element to pass the test.  

5) Operation of DCB and POTT Pilot Scheme: 
In order to test the DCB or POTT scheme, close-in forward 
and reverse (TPH and SLG) faults should be simulated on the 
real buses of each line. The pilot scheme should operate for 
the forward faults but not for reverse ones. Any violation 
should be reported for further review of the model. In order to 
test the echo functionalities in the POTT scheme, the circuit 
breaker needs to be open with temporary network changes in 
the system; then, a forward close-in fault should be placed in 
front of the open circuit. Similar to the closed circuit, the 
POTT should operate for the forward faults.  

IV. RESULTS AND DISCUSSIONS  

The proposed approaches in this paper have been applied for 
protection modeling and analysis for several years and in 
multiple utilities. The results and experience demonstrate that 
the proposed automation-based approaches can save 
significant amount of time and budget as compared to the 
manual approaches. In addition, the modeling accuracy can be 
about 100% if the modeling is performed automatically, and 
the proposed QA process is applied. Table I for instance 
shows the results when the proposed approaches are applied 
for populating transmission protection devices of a large-scale 

power utility in an advanced short circuit model. While 
detailed information cannot be disclosed in this study, Table I 
shows that about 600 lines (including multi-terminal lines) and 
more than 600 transformers have been modeled. There have 
been digital and electromechanical relays from various 
vendors including distance and differential.  
    As reported in the table, for line modeling, the modeling 
time has been reduced to half when the proposed approaches, 
tools, and processes are applied as compared to the traditional 
manual method. In addition, the budget has been cut down by 
40%. Table I also shows that the modeling accuracy can 
become close to 98%, whereas manual approaches can 
significantly reduce the modeling accuracy, e.g., to about 
80%. The time and budget savings for transformer protection 
modeling have come to 60% and 40%, respectively. In 
addition, due to a rather standard modeling approach for 
transformer protection, the protection accuracy can become 
almost perfect using the proposed modeling approaches. It is 
also worth mentioning that the proposed tools and approaches 
for automated modeling can be applied to several utilities with 
minor modifications, whereas manual modeling may not result 
in any process or tool development. As such, this study argues 
that besides offering a significant amount of time and budget 
savings, the proposed approaches can effectively reduce the 
modeling errors, thereby increasing confidence in the model 
and subsequent analysis.     

V. SUMMARY  

This paper presents automation-based methods and tools for 
modeling of complex protection functions in today’s power 
systems. The paper discusses the steps and challenges related 
to data gathering, matching primary network and protection 
data, managing device settings from various vendors, and 
accurately modeling telecommunication schemes. The paper 
also discusses the processes for integration of automation-
based tools with the legacy setting management procedure. 
The process for various types of data and operational QA of 
protection elements is also presented and discussed. In 
addition, the efficacy and feasibility of the proposed 
approaches and tools in real-world projects are discussed. 
Through numerical results, it is argued that besides offering a 
significant amount of time and budget savings, the proposed 
approaches can effectively reduce the modeling errors, thereby 
increasing confidence in the model and subsequent analysis.  
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